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1 ͸͡Ίʹ

World IPv6 dayɼWorld IPv6 Launch ͳͲΛ௨͠

ͯɼੈքతʹ঎༻ϕʔεͰͷ IPv6 σϓϩΠϝϯτͷ

೾͕͕Ճ଎͍ͯ͠Δ͕ IPv6 ͷීٴ͸͍·ͩ 6ˋఔ౓

Ͱ͋Δɽ೔ຊͰ΋ 2011೥ 5݄લ͔ޙΒϗʔϜϢʔβ޲

͚ͷ঎༻ IPv6 ωοτϫʔΫαʔϏε͕։࢝͞Ε͍ͯ

Δ͕ɼϗʔϜϢʔβ͚޲ IPv6 αʔϏε͸ IPv4 αʔ

ϏεͷΦϓγϣϯɼ·ͨ͸ IPv4/IPv6σϡΞϧελο

ΫͰఏ͞ڙΕΔ৔߹͕ଟ͍ɽ·ͨɼଟ͘ͷ঎༻ OS΍

঎༻σόΠεͷجຊઃఆ͕ IPv4/IPv6σϡΞϧελο

ΫΛલఏͱ͍ͯ͠Δɽ

2011೥ 9݄ͷWIDE ϓϩδΣΫτڀݚձͰ࣮͠ࢪ

,Ͱ͸ɼDNS64ݧ࣮ͨ NAT64, DHCPv6 Ͱجຊతʹߏ

ங͞Εͨ IPv6ΞυϨεͷΈఏ͞ڙΕΔΞΫηεωοτ

ϫʔΫʢIPv6 onlyωοτϫʔΫʣΛߏங͠ɼͲͷఔ౓

ͷڀݚձࢀՃऀ͕ IPv6 only ωοτϫʔΫͷΈͰ “ੜ

Ͱ͖Δͷ͔Λௐࠪͨ͠”׆ [1]ɽ࣮݁ݧՌͱͯ͠ɼIPv6

only ωοτϫʔΫͷΈΛར༻͠ଓ͚ͨڀݚձࢀՃऀ͸

20໊ఔ౓Ͱ͋ͬͨɽ͍ݹ OSͷར༻ऀ΄Ͳ IPv6 only

ωοτϫʔΫ͚޲ͷઃఆʹखಈରԠ͕ඞཁͰ͋Γɼٕ

ज़ऀͰ͸ͳ͍ࢀՃऀ͸ࣗಈઃఆ͕ߦΘΕΔ IPv4 ωο

τϫʔΫͷఏڙΛر͘ڧ๬͍ͯͨ͠ɽ

·ͨɼIPv6 ͷࣗಈઃఆػೳΛอ͍࣋ͯ͠Δ৽͍͠

OS ͷར༻ऀͰ͋ͬͯ΋ɼVPN ΍Ի੠νϟοτͳͲɼ

IPv6ʹରԠ͍ͯ͠ͳ͍ΞϓϦέʔγϣϯ΍ϝʔϧαʔ

όͳͲΛར༻͢ΔͨΊʹɼIPv4 ͷఏڙΛر๬͢Δͱ

͍͏ͷ͕࣮ݱͰ͋ͬͨɽ·ͨɼAndroid ͳͲɼOSʹ

Αͬͯ͸ IPv4 ͷΞυϨεׂΓ౰͕ͯͳ͍ͱແઢ LAN

઀ଓΛ։࢝͠ͳ͔ͬͨΓɼDNSΫΤϦΛ IPv4ύέο

τͰ͔͠ૹ৴Ͱ͖ͳ͍ͳͲͷ OSଆͰͷ IPv6ରԠԽ

ͷ஗Ε΋֬ೝͰ͖ͨɽ

2011 ೥ 9 ݄ͷ WIDE ϓϩδΣΫτڀݚձͷ࣮ݧ

Ͱ͸ɼIPv4 over IPv6 ٕज़ͷҰͭͰ͋Δ murakami-

4RD [2]ʹΑΔ IPv4 ͷఏڙ΋ͨͬߦɽ࣮ݧΛ௨ͯ͠ɼ

IPv4/IPv6Ҡظߦʹ͓͚ΔΧϓηϧɾΞυϨεมٕ׵ज़

ͷ࣮૷্ɼӡ༻্ͷ՝୊΋ු͔ͼ্͕ͬͨɽWIDE߹॓

Ͱͷmurakami-4RDͷ࣮ݧͷޙɼIETF softwire WG

ʹͯMAP-E ͱ໊শΛม͑ɼMAP-Eͱͯ͠ JANOG

΍ Interop TokyoͳͲͰͷ૬ޓ઀ଓߦ͕ݧࢼΘΕͨɽ·

ͨɼ2014೥ Ͱ͸MAP-Eʹؔ͢ΔΠϯλʔωοࡏݱ9݄

τυϥϑτ͸RFCͱͯ͠ൃߦΛ଴ͭஈ֊ʢPublication

Requestedʣͷεςʔλεʹͳ͓ͬͯΓ [3]ɼҰ෦ͷ঎

༻ϧʔλͰ͸͢ͰʹMAP-E͕ར༻Ͱ͖Δɽ

2011 ೥ 9 ݄ͷ WIDE ձҎ߱ɼ2013ڀݚ ೥ 3 ݄

ͷ WIDE ϓϩδΣΫτͷڀݚձͷ࣮ݧωοτϫʔ

Ϋ·ͰɼΦʔϓϯιʔεʹΑΔ 464 ٕज़ͷূݕ΍

DNS64/NAT64 ͷূݕΛຖճ࣮͍ͯ͠ࢪΔɽͦΕΒ

ͷ࣮݁ݧՌͷҰ෦͸ಸྑઌ୺Պֶٕज़େֶӃେֶͷ

Georgescu ΒʹΑΔ 464 ٕज़ূݕϑϨʔϜϫʔΫͷ

ఏҊͱ࣮ફతධՁ [4]΍ɼlive-with-ipv6 WG ͷ୲౰

ϘʔυͰ͋ΔܚԠٛक़େֶͷதଜ म तΒʹΑΔڭ

DNS64/NAT64 ԼͰڥ؀ IPv4 Address Literal Λѻ

͏ͨΊͷಛघͳ DNSʹؔ͢ΔΠϯλʔωοτυϥϑ

τ [5]ͱͯ͠ൃද͕ߦΘΕ͍ͯΔɽ

͜ΕΒͷաڈ 3೥ؒͷ࣮ݧ੒Ռͱ੒Ռల։Λ౿·͑ɼ

DNS64/NAT64Λ༻͍ͨωοτϫʔΫߏஙํ๏ͷࢀর

ख๏Λ·ͱΊΔ͜ͱΛ໨తͱ͠ɼ2014೥ 9݄ͷWIDE

ձͷ߹॓ωοτϫʔΫνʔϜͰ͸ɼ2011೥ڀݚ 9݄ͷ

WIDE ձͱಉ༷ͷӡ༻ํ਑Ͱڀݚ IPv6 only Λڥ؀

ఏ͠ڙɼIPv6 ରԠ΍ HappyEyeball ͷڍಈͷ೺Ѳͱ

2011೥ 3݄͔Βͷ 3೥ؒͰͷࠩ෼ͷચ͍ग़͠ͷղੳ

ʹॏ఺Λஔ͍ͯωοτϫʔΫΛઃܭӡ༻͢Δ͜ͱͱ͠

ͨɽ۩ମతʹ͸ɼlive-with-ipv6 WGͱNTT Advanced

TechnologyʢNTT-ATʣͷྗڠʹΑΓ঎༻Ծ૝ϧʔλɼ

঎༻Ծ૝ΞϓϥΠΞϯεΛ༻͍ͨDNS64/NAT64ڥ؀
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rtr-seil
IIJ

modem.ipstar 
IPSTAR

WIDE CAMP 1409 (L3)
2014. 9. 7  rev.10

   IPv4 Prefix                  IPv6 Prefix

<< 100 ～ 199 mgmt>>
100 : mgmt  172.16.10.0/24 hoge:ff10::/64
110 : mgmt-aruba   172.16.11.0/24 hoge:ff11::/64
<< 200 ～ 299 bb >>
200 : flets   -  -
210 : ipstar-nat44    -  -
<< 300 ～ 399 server >>
300 : server  172.16.30.0/24 hoge:ff30::/64
<< 700 ～ 799 life >>   
700 : life-nat64  172.16.70.0/24 hoge:ff70::/64
710 : life-nat64-1x  172.16.71.0/24 hoge:ff71::/64 
720 : life-nat64-sunset4 -  hoge:ff72::/64 
790 : life-lastresort  172.16.79.0/24 -

172.16.0.0/16 hoge:ff00::/56VLAN ID (NAME)

aruba

v110 mgmt-aruba ap 01-14

Internet
IIJ

v790 life-lastresort 
-172.16.79.0/24

v720 life-nat64-sunset4 
-hoge:ff72::/64 

v710 life-nat64-1x 
-172.16.71.0/24, hoge:ff71::/64

v700 life-net64 
-172.16.70.0/24, hoge:ff70::/64

v300 server 

-172.16.30.0/24, hoge:ff30::/64

-172.16.11.0/24, hoge:ff11::/64

＊hoge は Flets の DHCP-PD から割り当てられるプレフィックス

v200 flets
-

v210 ipstar-nat44
-

v100 mgmt
-172.16.10.0/24, hoge:ff10::/64

Kobe Institute
 of Computing

JSAT

IPStar

IPStar

ਤ 1: ߹॓ωοτϫʔΫʢϨΠϠ 3τϙϩδʔʣ

Λఏ͠ڙHappyEyeballରࡦͰ͋ΔA Record Filter [6]

ͷ঎༻ΞϓϥΠΞϯεͰͷ࣮૷ํ๏΍ͦͷ༗ޮੑͷݕ

ূɼ՝୊ͷચ͍ग़͠Λͨͬߦɽ·ͨɼNTT-ATͷྗڠ

ʹΑΓɼIPv6 όοΫϘʔϯͰͷίϯςϯπΩϟογϡ

૷ஔͷಈূݕ࡞΋࣮ͨ͠ࢪɽ

͞Βʹɼ2011೥ 9݄ͷWIDEڀݚձωοτϫʔΫͱ

ಉ༷ʹɼwlanops WG ͱ͠ྗڠ 802.1x ೝূʹΑΔແ

ઢ LAN ೝূͷσόΠεରԠͷঢ়گͷ೺Ѳ΍ઃఆɼӡ

༻஌ݟͷऩू࣮ݧ΋ฏͨ͠ࢪ࣮ͯ͠ߦɽҎ߱ɼຊߘͰ

͸ɼlive-with-ipv6 WGΒʹΑΔDNS64/NAT64ڥ؀

ͷߏஙख๏ͱݧ࣮ূݕͷৄࡉʹ͍ͭͯใ͢ࠂΔɽ

2 ߹॓ωοτϫʔΫͷجຊߏ੒৘ใ

3

4

200

1 1

112

9

7

5

6

14

LAN
 0

LAN
 1

juniper6.nara
NAIST B108

intertrack
NAIST A308

rtr-seil
IIJ

nat64-pf

dns-auth

dns64

onu

bigip

700,710,720,790

100,110

100,110,300,

700,720,790

300

300

300

all

VLAN ID(NAME)

<<100 ~ 199 mgmt>>
100 mgmt
110 mgmt-aruba

<<200 ~ 299 bb>>

210 ipstar-nat44

<<300 ~ 399 server>>
300 server

<<700 ~ 799 life>>
700 life-nat64
710 life-nat64-1x
720 life-nat64-sunset4
730 life-lastresort
790 life-lastresort

<<800 ~ 899>>
890 NAIST-CAMP

      172.16.0.0/12

    172.16.10.0/24
    172.16.11.0/24

    172.16.30.0/24

    172.16.70.0/24
    172.16.71.0/24

    172.16.73.0/24
    172.16.79.0/24

203.178.156.0/22

  2409:12:6080:110::/64

  2409:12:6080:130::/64

  2409:12:6080:170::/64
  2409:12:6080:171::/64
  2409:12:6080:172::/64

WIDE BB
Dojima IIJ

onu

router

server

balancer controller

switch

ap

poe

mirror

peerapp

natpool
nat64-pf
  203.178.156.64/28

bigip
  203.178.156.80/28

8

10

aruba-ctl
Aruba

sor
オリオスペック

ads
mac pro

icoca
Intel

kato-lab

WIDECAMP1409
L2 rev10

2 1

NAIST

Matsusiro
Royal Hotel

KIC

13
-14110

11
-14110

11
-14

11
-14

sw-eside
Panasonic

sw-plenary
Allide telesis

sw-bof
Hitachi cable

100,110,
200,210

100,110,200

100,1
10,2

00,2
10,

300,7
00,7

20,7
90

poe-03

poe-01 poe-02

poe-04

ap-03

ap-06
ap-07

ap-08ap-01
ap-02

ap-09

ap-10
ap-11

ap-12

ap-13

ap-14
ap-15

ap-17

sw-noc
cisco

IPStar

011

peerup

ਤ 2: ߹॓ωοτϫʔΫʢϨΠϠ 1, 2τϙϩδʔʣ

2.1 ϨΠϠ ੒ߏ3

ਤ 1͸߹॓ωοτϫʔΫͷϨΠϠ 3τϙϩδʔͰ͋

Δɽϧʔλ͸ 1ͭͰɼωοτϫʔΫ͝ͱʹVLANΛ෼

ׂͨ͠খن໛ΦϑΟεͷߏ੒Ͱ͋Δɽϧʔλʹ͸ IIJ

SEIL Λ༻͍ɼϑϨοπճઢͷ IPoE઀ଓͱ IIJ ͔Βͷ

DHCP-PD client ͱͯ͠/56 ͷ IPv6ΞυϨε޿ใΛ

ड͚ɼϑϨοπճઢͷ IPv4 PPPoE઀ଓͱ NAT44Λ

ஙͨ͠ɽ·ͨɼIPStarʹΑΔߏ IPv4ωοτϫʔΫ΋

ผ్ߏஙͨ͠ɽ

Aruba ʹΑͬͯ SSID ͸࣍ͷ 5ͭΛແઢ LAN ্Ͱ

ใͨ͠ɿ޿

• camp1409-nat64 : DNS64/NAT64ͷجຊڥ؀ɽ

2೔໨Ҏ߱͸ hiddenʹઃఆɽ

• camp1409-nat64-1x : DNS64/NAT64ͷجຊ

ʹڥ؀ 802.1x ূ໌ॻೝূΛՃ͑ͨڥ؀

• camp1409-nat64-sunset4 : DNS64/NAT64

ͷجຊڥ؀ʹ ProxyARPʹΑΔ sunset4 Λূݕ

ڥ؀ͨ͠ࢪ࣮

• camp1409-ipstar : IPStarʹΑΔߴ஗Ԇ IPv4

only ωοτϫʔΫ

• camp1409-lastresort : SEIL ͷ IPv4 PPPoE

઀ଓͱNAT44ઃఆʹΑΔ௿஗Ԇ IPv4 onlyωοτ

ϫʔΫɽhiddenʹઃఆ͠ɼIPv4઀ଓͷཁ๬ͷ͋ͬ

ͨϢʔβ΁ͷޱ಄Ͱͷ௨஌ͱɼΞϯέʔτϖʔδ

ʹͷΈެ։ɽ
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2.2 ϨΠϠ 1ɼϨΠϠ ੒ߏ2

ਤ 2͸ɼثػͷ઀ଓਤͱ VLANߏ੒ਤͰ͋Δɽ͜

͜Ͱ͸ɼIPv6࣮ݧʹؔ࿈͢Δ΋ͷ͚ͩ঺հ͢Δɽ

DNS64ɼNAT64͸ࠓճɼύϒϦοΫDNS64/NAT64

αʔϏεΛ૝ఆ͠ɼWIDE Nara NOC ʹઃஔͨ͠ɽ

Φʔϓϯιʔε࣮૷ͱͯ͠BINDΛ༻͍ͨݖҖαʔόɼ

DNS64αʔόɼDNS A Record Filterαʔόͷ 3छྨ

ͱ KVMͷԾ૝Ϛγϯͱͯ͠༻ҙ͠ɼNAT64ͱͯ͠

OpenBSD Packet Filter ͷԾ૝ϚγϯΛ༻ҙͨ͠ɽ·

ͨɼNTT-ATͷྗڠʹΑΓɼBIG-IP LTM/GTM Vir-

tual Edition on KVM Hypervisor Λ DNS64/NAT64

ͱͯ͠༻ҙͨ͠ɽجຊతʹ͸߹॓ؒظத͸ BIG-IP Λ

DNS64/NAT64Λར༻ͨ͠ɽ

PeerApp ͷ UltraBand ͸ SEILͷ্ྲྀʹಁաܕί

ϯςϯπΩϟογϡͱͯ͠ઃஔͨ͠ɽVLANͱͯ͠͸

ONU ͱ SEIL ͷؒͷVLAN 200 Έɼ෺ཧతࠐΈڬʹ

ʹ͸ sw-nocʢcisco catalyst 3750ʣͱ SEIL ͷؒʹڬ

Έ͜Μͩɽ·ͨɼSEIL Ͱ͸ DHCP4, DHCP6, DNS

Forwarder ͷઃఆΛͨͬߦ. ଞɼicoca Λ NTP αʔ

ό΍ SYSLOGαʔόɼBINDʹΑΔ DNS forwarder

ͷόοΫΞοϓɼSNMPʹΑΔܭଌαʔόͳͲͱͯ͠

ར༻ͨ͠ɽ߹॓஍ͷαʔόʹ͸جຊతʹ͸ IIJ ͔Β

delegate ͞Εͨ IPv6 ʹΑͬͯάϩʔόϧΞΫηεΛ

ઃఆ͠ɼϢʔβ͔Β͸ DNSͷ໊લղܾʹΑͬͯΞΫ

ηε͢Δ͜ͱΛਪ঑ͨ͠ɽ

camp1409-lastresort (vlan 730,790)Ҏ֎ͷ IPv4 ϓ

ϥΠϕʔτΞυϨε͸ɼϩʔΧϧαϒωοτʹด͡ɼ

Ͱ͋ΔɽΞΫڥຊతʹάϩʔόϧΞΫηεͷͳ͍؀ج

ηεଆͷ VLANͰ͸ɼSEIL ͕ DNS forwarder ͱ͠

ͯ DHCP4Ͱ޿ใ͞Εɼ໊લղܾͷΈ IPv4Ͱ΋࣮ࢪ

Ͱ͖ΔΑ͏ʹઃఆͨ͠ɽ

·ͨɼSEILͷ༷࢓ʹΑΓ default gateway Λ޿ใ͠

ͳ͍ࣜܗͰDHCP4ΛઃఆͰ͖ͳ͔ͬͨͨΊɼ౸ୡੑͷ

ͳ͍ IPv4ΞυϨεʢ1.1.1.1΍ 192.0.2.1ɼDHCP4Ͱ

഑෍͢ΔαϒωοτͰͷϗετʹׂΓ౰ͯͳ͍ΞυϨ

εʣΛڥ؀ূݕͷमਖ਼΍Ϣʔβ͔ΒͷมߋґཔʢVPN

ΞϓϦέʔγϣϯ͕ར༻͢ΔΞυϨεͱিಥ͢ΔͳͲʣ

ʹΑΓɼదٓม͠ߋͳ͕Βઃఆͨ͠ɽ

Cliant

SEILSEISE

Fo

IEI

FFoooor

IL

ooooooorrrrrrrrrrrrrwarder)

BIGIG-GGGGGGGG-IPBIIGG IIPP

(DNS64)

NAIST NAIST

DNS

IPv6:53

IPv4:53

IPv6 only backbone

IPv4 (DHCP4)

IPv6 (RA + DHCP6)

IPv6:53

IPv6:53

IPv6:53

ਤ 3: DNSΫΤϦͷμΠΞάϥϜʢύλʔϯ 1ʣ

1: when DNS_RESPONSE {
2: set prefix "2001:200:0:ff00:64:1:"
3: set rrs [DNS::answer]
4: if { [DNS::question type] equals "ANY" } {
5: foreach rr $rrs {
6: if { [DNS::type $rr] equals "A" } {
7: log local0. "A Record is \[ $rr \]"
8: set a_addr [getfield $rr "A" 2]
9: DNS::answer remove $rr

10: DNS::answer insert "[DNS::question name]. 111
[DNS::question class] AAAA $prefix[format %02x
[lindex [split $a_addr .] 0]][format %02x
[lindex [split $a_addr .] 1]]:[format %02x
[lindex [split $a_addr .] 2]][format %02x
[lindex [split $a_addr .] 3]]"

11: }
12: }
13: }

ਤ 4: BIG-IP iRule Λ༻͍ͨ A Record Filter (rev.0)

3 DNS64/NAT64 ஙखߏͷڥ؀

๏ͱͦͷূݕ

͜͜Ͱ͸ɼBIG-IPΛ༻͍ͨDNS64/NAT64ͱBIG-

IPͰͷA Record Filterͷ࣮૷ํ๏ͷূݕΛ࣮ͨ͠ࢪɽ

3.1 ஙख๏ͦͷߏ 1

·ͣ͸ɼbind ͰͷA Record Filter ύονͷڍಈΛ

΋ͱʹ͠ͳ͕ΒɼBIG-IP ͷ A Record Filter Ͱͷ࣮

૷ํ๏ͱɼͦͷޮՌΛ͢ূݕΔ͜ͱΛओ؟ͱͯ͠ɼ࣮

ɽͨͬߦΛݧ

3.1.1 ੒ߏ

ਤ 3 ͕ύλʔϯ 1 ͷߏ੒ਤͰ͋Δɽύλʔϯ 1 Ͱ

͸ IPv4 ͷ DNSΫΤϦ͸ SEILʹΑΔ DNS fowarder

3



;; QUESTION SECTION:
;www.ntt-at.co.jp. IN ANY
;; ANSWER SECTION:
www.ntt-at.co.jp. 47488 IN A 114.179.21.42

ਤ 5: A Record Filter ద༻લͷ DNS Response

;; QUESTION SECTION:
;www.ntt-at.co.jp. IN ANY
;; ANSWER SECTION:
www.ntt-at.co.jp. 111 IN AAAA 2001:200:0:ff00:64:1:72b3:152a

ਤ 6: A Record Filter ద༻ޙͷ DNS Response

ೳͰ஥հ͠ɼIPv6ʹΑΔػ DNSΫΤϦ͸௚઀ BIG-

IPʹΑΔDNS64Λࢀর͢ΔΑ͏ʹ SEIL ͷ Stateless

DHCP6 ΛͱͬͨɽࣜܗೳͰΫϥΠΞϯτʹ௨஌͢Δػ

BIG-IPͷ iRule Λ༻͍ͯ A Record Filter Λ࣮૷

͢Δʹ͋ͨΓɼਤ 4ͷΑ͏ͳɼANY ΫΤϦʹؚ·Ε

ΔAϨίʔυͷ݁ՌΛ mapped addressʹม͢׵Δε

ΫϦϓτΛ࣮૷ͨ͠ɽ͜ͷ A Record Filter ద༻લͷ

DNS Response ͸ਤ 5ͷΑ͏ʹͳΓɼA Record Filter

Λద༻͢Δͱਤ 6ͷΑ͏ʹ mapped IPv6 ʹมͨ͠׵

AAAA ͱͯ͠ฦ͢Α͏ʹ iRuleΛ࣮૷ͨ͠ɽ

࣍ʹɼਤ 4ͷϑΟϧλͰ͸ɼquestion type AͰDNS

ΫΤϦ͕ൃ͞ߦΕ͍ͯͨ৔߹ɼͦ ͷ··ΫϥΠΞϯτʹ

A ϨίʔυΛฦͯ͠͠·͏ɽͦͷͨΊɼquestion type

A ͷϑΟϧλϦϯάΛ͏ߦϑΟϧλͱͯ͠ਤ 7ʹࣔ͢

iRule ΋࣮૷ͨ͠ɽ͜ͷվྑ൛ A Record Filter ͷద

༻݁Ռ͸ਤ 8ͷΑ͏ʹͳΔɽ

3.1.2 Ռ݁ূݕ

ͱͯ͠ਤূݕ 7ͷA Record Filterͷঢ়ଶͰਖ਼ৗʹΠ

ϯλʔωοτΞϓϦέʔγϣϯ͕ར༻Ͱ͖Δ͔ͷௐࠪΛ

ͷ݁ՌɼFacebookͷը૾͕औಘग़དྷͳ͍ূݕɽͨͬߦ

໰୊͕ൃੜͨ͠ɽBIG-IP ͷϩάͳͲΛղੳͨ݁͠Ռɼ

[Browser] IPv4:AAAA Query → [BIG-IP] AAAA Re-

sponse (Native IPv6 address) → [SEIL] SERVFAILɼ

ͱ SEIL ʹͯ SERVFAIL ʹม͞׵ΕͯΫϥΠΞϯτ

ʹฦ͞Ε͍ͯΔ͜ͱ͕Θ͔ͬͨɽSEIL ଆΛ֬ೝ͢Δ

ͱ FormError ͕ग़ྗ͞Ε͍ͯͨɽSERVFAIL ʹஔ͖

ΘΔΫΤϦͱͯ͠͸ɼAkamaiͷΩϟογϡαʔόͰ׵

͋Δ͜ͱ͕֬ೝ͞Εͨɽ

1: when DNS_RESPONSE {
2: set prefix "2001:200:0:ff00:64:1:"
3: set rrs [DNS::answer]
4: if { [DNS::question type] equals "ANY" } {
5: foreach rr $rrs {
6: if { [DNS::type $rr] equals "A" } {
7: log local0. "A Record is \[ $rr \]"
8: set a_addr [getfield $rr "A" 2]
9: DNS::answer remove $rr

10: DNS::answer insert "[DNS::question name]. 111
[DNS::question class] AAAA $prefix[format %02x
[lindex [split $a_addr .] 0]][format %02x
[lindex [split $a_addr .] 1]]:[format %02x
[lindex [split $a_addr .] 2]][format %02x
[lindex [split $a_addr .] 3]]"

11: } elseif { [DNS::question type] equals "A" } {
12: log local0. "A Record \[ $rrs \] is DELETED.ʠ

DNS::answer clear
13: }
14: }
15: }

ਤ 7: BIG-IP iRule Λ༻͍ͨ A Record Filter (rev.1)

C:\bind>dig @BIG-IP.naist.camp.wide.ad.jp www.ntt-at.co.jp a
; <<>> DiG 9.8.7-W1 <<>> @BIG-IP.naist.camp.wide.ad.jp www.ntt-at.co.jp a
; (1 server found)
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 59729
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 0
;; QUESTION SECTION:
;www.ntt-at.co.jp. IN A
;; Query time: 23 msec
;; SERVER: 2001:200:0:ff00::16#53(2001:200:0:ff00::16)
;; WHEN: Wed Sep 10 23:10:13 ౦ژ (ඪ४࣌) 2014
;; MSG SIZE rcvd: 34

ਤ 8: A Record Filter rev.1 ద༻ޙͷ DNS Response

3.2 ஙख๏ͦͷߏ 2

ύλʔϯ 1 Ͱ֬ೝ͞ΕͨɼSEIL ͷ ParseError ΍

SERVFAIL ʹॻ͖͑׵Δ໰୊ͷ੾Γ෼͚Λͨ͏ߦΊ

ʹɼύλʔϯ 2Ͱ͸ bind Ͱͷ DNS forwarder ʹೖΕ

ସ͑ͯڍಈΛ֬ೝͯ͠ΈΔ͜ͱʹͨ͠ɽ

3.2.1 ੒ߏ

ਤ 9 ͕ύλʔϯ 2 ͷߏ੒ਤͰ͋Δɽύλʔϯ 1 ͷ

੒Ͱߏ SEILͰൃੜ͢Δ FormError΍ SERVFAIL͕

ൃੜ͢Δཧ༝͕ෆ໌ྎͩͬͨͨΊɼ੾Γ෼͚ͱͯ͠ύ

λʔϯ 1ͷ fowarder Λ SEIL͔Β BIND ʹஔ͖͑׵ɼ

IPv4, IPv6 ྆ํͷDNSΫΤϦΛ BINDʹ௨͢ܗʹม

ɽͨ͠ߋ

3.2.2 Ռ݁ূݕ

ύλʔϯ 2Ͱͷূݕͷ݁ՌWindows 7୺຤Ͱͷϒϥ

΢β (IE11, Chrome)͕ʮΠϯλʔωοτʹ઀ଓग़དྷͳ

͍ʯͱදࣔ͢Δ໰୊͕ൃੜͨ͠ɽtcpdump ΍ BIG-IP

ଆͷϩάΛղੳͯ͠ΈΔͱ
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Cliant BIGIG-GGGGGGGG-IPBIIGGG IIPP

(DNS64)

NAIST NAIST

DNS
IPv6:53

IPv4:53

IPv6 only backbone

IPv4 (DHCP4)

IPv6 (RA + DHCP6)

BINDBIND

(Forwarder)
IPv6:53

IPv6:53

IPv6:53

IPv6:53

ਤ 9: DNSΫΤϦͷμΠΞάϥϜʢύλʔϯ 2ʣ

Cliant BIGIG-GGGGG-IPBIIGGG IIPP

(DNS64)

NAIST NAIST

DNS

IPv6:53

IPv4:53

IPv6 only backbone

IPv4 (DHCP4)

IPv6 (RA + DHCP6)

BINDBIND

(Forwarder)

IPv6:53

IPv6:53

IPv6:53

ਤ 10: DNSΫΤϦͷμΠΞάϥϜʢύλʔϯ 3ʣ

1: [Browser] IPv4:A Query → [BIG-IP] A Filtered

Response → [BIND] SERVFAIL

2: [Browser] IPv6:A Query → [BIG-IP] A Filtered

Response → [BIND] SERVFAIL

3: ϒϥ΢βΞΫηεෆՄ

ͱ͍͏ڍಈʹͳ͍ͬͯͨɽ·ͨɼ໰୊͕ൃੜ͍ͯ͠ͳ

͍ύλʔϯ 1ͷ৔߹΋ղੳͨ݁͠ՌɼAΫΤϦʹର͠

A Record FilterΛద༻ͨ͠৔߹ɼNOERROR ͕ฦͬ

ͯ͘Ε͹ϒϥ΢β͸ AAAAΛ౤͛௚͢ͱ͍͏͜ͱ͕

൑໌ͨ͠ɽύλʔϯ 2ͷڥ؀Ͱ͸ɼBINDͷ forwarder

͕ NOERRORͷ ResposeΛ SERVFAIL ʹॻ͖͑׵

͍ͯΔ͜ͱ͕൑໌ͨ͠ɽ

3.3 ஙख๏ͦͷߏ 3

ύλʔϯ 2ͷ݁ূݕՌΛ౿·͑ɼIPv6ͰͷΫΤϦʹ

ؔͯ͠͸ BINDΛ௨ͣ͞௚઀ BIG-IPʹΫΤϦΛ͏ߦ

ͱԿ͕ൃੜ͢Δͷ͔Λͨ͠ূݕɽ

3.3.1 ੒ߏ

1: when DNS_RESPONSE {
2: set prefix "2001:200:0:ff00:64:1:"
3: set rrs [DNS::answer]
4: if { [DNS::question type] equals "ANY" } {
5: foreach rr $rrs {
6: if { [DNS::type $rr] equals "A" } {
7: log local0. "A Record is \[ $rr \]"
8: set a_addr [getfield $rr "A" 2]
9: DNS::answer remove $rr

10: DNS::answer insert "[DNS::question name]. 111
[DNS::question class] AAAA $prefix[format %02x
[lindex [split $a_addr .] 0]][format %02x
[lindex [split $a_addr .] 1]]:[format %02x
[lindex [split $a_addr .] 2]][format %02x
[lindex [split $a_addr .] 3]]"

11: } elseif { [DNS::question type] equals "A" } {
12: log local0. "A Record \[ $rrs \] is DELETED.ʠ
13: DNS::answer clear
14: DNS::authority clear
14: }
16: }
17: }

ਤ 11: BIG-IP iRuleΛ༻͍ͨ A Record Filter (rev.2)

C:\bind>dig @BIG-IP.naist.camp.wide.ad.jp www.ntt-at.co.jp a
; <<>> DiG 9.8.7-W1 <<>> @BIG-IP.naist.camp.wide.ad.jp www.ntt-at.co.jp a
; (1 server found)
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 59729
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 0
;; QUESTION SECTION:
;www.ntt-at.co.jp. IN A
;; Query time: 23 msec
;; SERVER: 2001:200:0:ff00::16#53(2001:200:0:ff00::16)
;; WHEN: Wed Sep 10 23:10:13 ౦ژ (ඪ४࣌) 2014
;; MSG SIZE rcvd: 34

ਤ 12: A Record Filter rev.2 ద༻ޙͷDNS Response

ਤ 10͕ύλʔϯ 3ͷߏ੒ਤͰ͋Δɽͪΐ͏Ͳɼύ

λʔϯ 1ͷ fowarder Λ SEIL͔Β BIND ʹஔ͖͑׵

Ͱ͋Δɽ·ͨɼFormErrorܗͨ ΍ SERVFAIL Λ͍ͨ

ͣΒʹൃੜͤ͞ͳ͍Α͏ʹɼਤ 11ͷΑ͏ʹA Record

Filter Ͱ͸ Authority Secition ΛΫϦΞ͢Δϧʔϧʹ

มͨ͠ߋɽAuthoritiy Section ΛθϩΫϦΞ͢Δཧ༝

͸ɼ͞·͟·ͳ authoritative DNS ʹର͢ΔΫΤϦΛ

ղੳͨ݁͠Ռฏۉతʹ Authoritative section ͕ 0 ͷ

৔߹ FormError ͕ൃੜ͠ʹ͍͘ͱ͍͏ݧܦଇ͔Β࣮

ͷͱ͜Ζͳ͍ɽࠓ͸ڌΔ͜ͱͱͨͨ͠Ίɼ໌֬ͳ࿦͢ࢪ

վมͨ͠A Record Filter ద༻ޙͷDNS Response ͸

ਤ 12ͷΑ͏ʹͳͬͨɽ

3.3.2 Ռ݁ূݕ

ͷ݁ՌɼWindowsূݕ 7୺຤Ͱϒϥ΢β઀ଓՄೳͱ

ͳͬͨɽγʔέϯεͱͯ͠͸ɼ

1. [Browser] IPv6:A Query → [BIG-IP] A Filtered

Response → [Browser] Fallback

2. [Browser] IPv6:AAAA Query→ [BIG-IP] AAAA

Response
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Cliant BIGIG-GGGGG-IPBIIGGG IIPP
(DNS64)

NAIST NAIST
DNS

IPv6:53

IPv4:53

IPv6 only backbone

IPv4 (DHCP4)

IPv6 (RA + DHCP6)

BINDBIND
(Forwarder)

UbuntuUbuuntuUbu
Gateway for 
r
aatteewwaayy forGGaaaa

rrrreturn ICMP rrrrrrrrreeetttttuurrnn II
Protocol 

PPIICCMMPP
ll Unreachch)

TCP4

IPv6:53

IPv6:53

IPv6:53

ਤ 13: DNSΫΤϦͷμΠΞάϥϜʢύλʔϯ 4ʣ

3.ϒϥ΢βΞΫηεՄ

ύλʔϯ 2Ͱݟड͚ΒΕͨ IPv4 Ͱͷ DNS ΫΤϦ

͸ແ͠ͱ͍͏݁Ռʹͳͬͨɽ͜ͷ݁Ռ͔Βɼϒϥ΢β

(OS)ͱׂΓ౰ͯΒΕͨDNSͷΞυϨεʹΑͬͯڍಈ

͕ҟͳΔ͜ͱ͕໌Β͔ͱͳͬͨɽ

·ͨɼmirror.centos.org ͕ A ΫΤϦ ʹରͯ͠

͸Ԡ౴ՄೳͰ͋Δ͕ɼAAAA ΫΤϦ ʹରͯ͠ SERV-

FAILΛฦͯ͘͠Δͱ͍͏ݱ৅Λ֬ೝͨ͠ɽ͜Ε͸ɼա

ɼࢯͷ߹॓Ͱ΋֬ೝ͞ΕɼWIDEϓϩδΣΫτͷ৿Լڈ

ਆ໌ࢯΒ͔ΒRFC4074 ఠ͞Ε͍ͯΔෆద੾ࢦͯʹ[7]

ͳDNSԠ౴ʹ༝དྷ͢Δ໰୊Ͱ͸ͳ͍͔ͱਪఆ͞ΕΔɽ

͜ͷΑ͏ʹɺΫϥΠΞϯτ͕࠷ॳʹ AAAA Λฉ͍ͯ

͖ͨ৔߹ʹݖҖαʔό͕AAAAʹରͯ͠ SERVFAIL

Λฦͯ͘͠ΔͱɼBIG-IP ͸ DNS64ͷ༷࢓ [8]ʹΑΓ

A (DNS64 AAAA) Λ౤͛௚͞ͳ͍ͨΊɼϒϥ΢βද

ࣔෆՄͱͳΔɽ

3.4 ஙख๏ͦͷߏ 4

ύλʔϯ 3Ͱ͓͓ΉͶղܾͰ͖͔ͨʹ͕ͨ͑ݟɼiOS

7 ্Ͱ Facebook App Store ΞϓϦʹ͓͍ͯɼ໌Β͔

ʹԿ͔ͷλΠϜΞ΢τΛ଴͍ͬͯΔϑΥʔϧόοΫ໰

୊͕ൃੜͯ͠ΔͱɼϢʔβ͔ΒࢦఠΛड͚ͨɽͦͷͨ

Ίɼ͜ ͷղੳͱϫʔΫΞϥ΢ϯυΛ live-with-ipv6 WG

༗ࢤʹΑΓ࣮ͨ͠ࢪɽ

3.4.1 ੒ߏ

ਤ ͷ݁ՌͨͲΓண͍ͨϫʔΫΞϥ΢ϯޡࡨߦࢼ10͕

υΛ૊ΈࠐΜͩɼύλʔϯ4ͷߏ੒ਤͰ͋ΔɽFacebook

App Store ΞϓϦ͕ૹ৴͢ΔύέοτμϯϓΛղੳ

ͨ͠ͱ͜ΖɼARP ͕ఆظతʹྲྀΕ͍ͯΔ͜ͱ͔Βɼ

ARP ͷλΠϜΞ΢τΛ଴ͪɼIPv6 ʹ fallback ͢Δ

HappyEyeball͕Facebook App StoreΞϓϦ࣮૷͞Ε

͍ͯΔͷͰ͸ͳ͍͔ͱਪఆͨͨ͠ΊɼDHCP4Ͱ഑෍͢

Δ IPv4ήʔτ΢ΣΠʢUbunutu 14.4LTS)Ͱ iptables

Λ༻͍ͯϑΟϧλΛద༻͠ ICMP4 type 3 Destination

Unreachable ϝοηʔδΛ௨ͯ͡౸ୡੑ͕ͳ͍͜ͱΛ

ΫϥΠΞϯτʹ௨஌͢Ε͹ɼIPv6 ʹଈ࠲ʹ fallback

͢ΔͷͰ͸ͳ͍͔ͱ͍͏ਪ࿦ͷ΋ͱɼ͢ূݕΔ͜ͱͱ

ͨ͠ɽ

3.4.2 Ռ݁ূݕ

ICMP4 type 3 Destination Unreachable ϝοηʔ

δͷ codeΛ৭ʑͨ͠ࢼͱ͜ΖɼҎԼͷ݁Ռͱͳͬͨɽ

• code 0 - Network Unreachable : ґવͱ

ͯ͠λΠϜΞ΢τ͕ൃੜͨ͠ɽTCPDUMP ͷ݁

ՌɼFacebook App Store ΞϓϦ͸໊લղܾͤͣ

ʹ Facebook ͷ IPv4 ΞυϨεɼϙʔτ൪߸ 443

Ѽʢ31.13.17.49:443, 31.13.19.101:443ʣʹ TCP4

Γฦ͍ͯ͠Δ͜ͱ͕໌Β͔ͱͳͬͨɽ܁ૹΛ࠶ͯʹ

• code 3 - Port unreachable : ϙʔτ൪߸ 443

ʹରͯ͠ϑΟϧλΛద༻ͨ͠ͱ͜ΖɼλΠϜΞ΢

τ͸ൃੜͤͣɼମײͰ 1ඵఔ౓Ͱ IPv6ʹϑΥʔϧ

όοΫ͠ɼίϯςϯπΛӾཡͰ͖ΔΑ͏ʹͳͬͨɽ

• code 2 - Protocol unreachable : ɹFacebook

App StoreΞϓϦέʔγϣϯΛௐࠪ͠ɼϙʔτ͝

ͱʹઃఆ͢Δͷ͸େมͳͨΊɼʮTCP, UDP, ICMP

ͳͲ֤छ Protocol ʹ౸ୡੑ͕ͳ͍ʯͱ͍͏ code

൪߸Λͯ͠ࢼΈͨͱ͜ΖɼPort unreachable ͱಉ

༷ͷ݁ՌΛಘΔ͜ͱ͕ग़དྷͨɽ

• code 9 - Communication with Destination

Network is Administratively Prohibited :

ʮωοτϫʔΫϙϦγʔͱͯ͠ڐՄ͞Ε͍ͯͳ͍ʯ

ͱ͍͏ code ൪߸Λͯ͠ࢼΈͨͱ͜ΖɼProtocol

Unreachable ͱಉ༷ͷ݁ՌΛಘΔ͜ͱ͕ग़དྷͨɽ
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ਤ 14: BIG-IPͷCPUར༻཰ͱΞΫςΟϒίωΫγϣ

ϯ਺ͷਪҠ

ਤ 15: BIG-IPͰॲཧͨ͠৽نίωΫγϣϯ਺ͱεϧʔ

ϓοτͷਪҠ

3.5 BIG-IP ͷੑೳ

͜͜Ͱ͸ɼBIG-IP ͷੑೳ໘ʹؔͯ͠ใ͢ࠂΔɽࠓ

ճ͸ɼBIG-IP LTM/GTM Virtual Edition on KVM

HypervisorΛ༻͍ͨɽϥΠηϯεͱͯ͠͸ Through-

put 1Gbps LicenseΛར༻ͨ͠ɽ

ϋʔυ΢ΣΞͱͯ͠͸ Dell PowerEdge R620, In-

tel(R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2 ϓϩ

ηοαɼ෺ཧϝϞϦ 64ΪΨόΠτͷαʔόΛ༻͍ͨɽ

BIG-IPʹରͯ͠͸Ծ૝CPUͱͯ͠͸ 2ίΞɼϝϞϦ

͸ 4ΪΨόΠτׂΓ౰ͯͨɽ

ਤ 14͸ڀݚձؒظதͷBIG-IP ͷCPUར༻཰ͱΞ

ΫςΟϒίωΫγϣϯ਺ͷܭଌ݁Ռɼਤ 15͸ BIG-IP

Ͱॲཧͨ͠৽نίωΫγϣϯ਺ͷਪҠͱεϧʔϓοτ

ͷܭଌ݁ՌͰ͋ΔɽCPUར༻཰͸ฏۉ 10ˋͰ͋ΓɼΞ

ΫςΟϒίωΫγϣϯͷ࠷େ਺͸ 1,400ίωΫγϣϯͰ

͋ͬͨɽ৽نίωΫγϣϯ͸࠷େͰ 80ίωΫγϣϯ/

ඵͰ͋Γɼεϧʔϓοτ͸࠷େ 80Mbps Ͱ͋ͬͨɽޙ

ड़ͷPeerApp UltraBandͰύεεϧʔͨ͠τϥϑΟο

Ϋ͕࠷େ 17Mbps ఔ౓Ͱ͋ͬͨ͜ͱͱɼڀݚձωοτ

ϫʔΫҎ֎͔Βͷ DNSεΩϟϯͳͲ΋ड͚෇͚͍ͯ

ͨͨΊɼ͓͓ΉͶଥ౰ͳεϧʔϓοτͰ͋Γɼੑೳ໘

Ͱಛʹ໰୊͸ͳ͔ͬͨͱ͍͑Δɽ

3.6 ࡯ߟ

Ͱ঎༻࣮૷Ͱ͋Δݧճͷ࣮ࠓ BIG-IPͷػೳΛ༻͍

ͯ A Record Filter ΛߏஙͰ͖Δ͜ͱ͕໌Β͔ͱͳͬ

ͨɽ·ͨ A Record Filter ͷϧʔϧʹؔͯ͠΋ɼDNS

࣮૷ͷParseํ๏΍FormͷValidationͷҧ͍ʹΑΓɼ

ΫϥΠΞϯτଆͷDNS Forwarder ʹͯ FormError΍

SERVFAILʹม͞ߋΕΔ͜ͱ΋໌Β͔ͱͳͬͨɽ

·ͨɼA Record Filterͷ૊Έ߹Θͤ΍ϧʔϧมͩߋ

͚Ͱ͸ରԠͰ͖ͳ͔ͬͨϑΥʔϧόοΫ໰୊ʹରͯ͠ɼ

ICMP4 type 3 Destination UnreachableʹΑΓϑΥʔ

ϧόοΫʹ͔͔Δ࣌ؒΛେ෯ʹ୹ॖͰ͖Δ͜ͱ͕໌Β

͔ͱͳͬͨɽͦ ͷࡍɼcode 3 - Port unreachableΑΓ΋

code 2 Protocol Unreachable ΋͘͠͸ code 9 - Com-

munication with Destination Network is Administra-

tively ProhibitedΛฦ͢͜ͱ͕ɼʮ֤छϓϩτίϧʹ౸

ୡੑ͕ͳ͍ʯ΋͘͠͸ʮӡ༻্ڐՄ͞Ε͍ͯͳ͍ʯͱ͍

͏ϝοηʔδͰ͋ΔͨΊɼΫϥΠΞϯτଆͰ΋ೲಘ͕ײ

ग़ΔͷͰ͸ͳ͍͔ͱ͍͏݁࿦ʹͳͬͨɽlive-with-ipv6

WG ͱͯ͠ͷਪ঑͸ code 9 - Communication with

Destination Network is Administratively Prohibited

ʹΑΓ IPv4ʹ౸ୡੑ͕ͳ͍ IPv6 only networkͰ͋

Δͱ͍͏͜ͱΛ௨஌͢Δͷ͕ DNS64/NAT64ڥ؀ͱ

ͯ͠͸ద੾Ͱ͸ͳ͍͔ͱ͍͏݁࿦ͱͨ͠ɽ

͜ͷ࣮݁ݧՌ͔ΒɼA Record Filter Λద༻͠ͳ͘

ͯ΋ ICMP4 type 3 code 9 Λฦ͚ͩ͢Ͱ΄ͱΜͲͷ

ϑΥʔϧόοΫ໰୊͸ൃੜ͠ͳ͍΋͘͠͸ϑΥʔϧόο

Ϋʹ͔͔Δ࣌ؒΛ୹ॖͰ͖ΔͷͰ͸ͳ͍͔ʁͱ͍͏ٞ

࿦͕৽ͨʹු্ͨ͠ɽ͔͠͠ͳ͕ΒɼࠓճͷূݕͰௐ

ࠪͨ͠ͷ͸Ұ෦ͷ OS΍ΞϓϦέʔγϣϯͰ͋ΓɼΞ
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ϓϦέʔγϣϯʹΑͬͯ͸ී௨͸࢖ΘΕͳ͍ code 9ʹ

ରԠ͍ͯ͠ͳ͍Մೳੑ΋͋Δɽ

·ͨɼA Record Filter ͸ DNS ΫΤϦͷ݁ՌΛ

AAAA Ϩίʔυ͚ͩʹ͢ΔͨΊɼA Ϩίʔυͷ݁Ռ

Λ༏ઌ͠ IPv4Λબ୒͢ΔλΠϓͷ HappyEyeball ʹ

ΑΔϑΥʔϧόοΫ໰୊Λൃੜͤ͞ͳ͍ϝϦοτ͕͋

Δ͕ɼઃఆ΍ڬΈࠐΈํ๏͕೉͍͜͠ͱ΍ DNS For-

warderͰͷ FormError, SERVFAIL ͳͲΛൃੜͤ͞

΍͍͢͜ͱ΋ɼࠓճͷূݕͰ໌Β͔ʹͳΓɼద੾ͳݕ

ূແ͠ʹ͸ A Record Filter ͸ෆཁͱஅఆ͢Δ͜ͱ͸

Ͱ͖ͳ͍ɽ

ͦͷͨΊɼlive-with-ipv6 WGͰ͸ɼҾ͖ଓ͖ಸྑ

ઌ୺Պֶٕज़େֶӃେֶͷ DNS64/NAT64 WiFi ࣮

͍ͯ༺Λڥ؀ݧ A Record Filter ͱ ICMP4 type 3

destination unreachͷ૊Έ߹Θͤʹؔ͢Δ௥ূݕΛ࣮

౼ݕɼ΋ͬͱ΋ઃఆɼӡ༻ίετͷগͳ͍ํ๏Λ͠ࢪ

͢Δ͜ͱʹͨ͠ɽͦͷใࠂ͸WIDE 2014೥ ڀݚ12݄

ձʹͯൃද͢Δ༧ఆͰ͋Δɽ

Ξϯέʔτ݁Ռ΍ϔϧϓσεΫ΁ͷۤ৘ɾཁ๬͔Βɼ

VPN ΞϓϦέʔγϣϯ΍ SkypeɼDropbox ͳͲɼ௨

ৗͷ IPv4ωοτϫʔΫͰଟ͘ͷϢʔβ͕ϏδωεͳͲ

Ͱར༻͍ͯ͠ΔΞϓϦέʔγϣϯ͕ར༻Ͱ͖ͳ͍ͨΊɼ

Ճऀ͔Βෆຬͷ੠্͕͕ΓɼSkype΍ࢀ॓߹ Polycom

RealPressenceͳͲΛ༻͍ͯϏσΦΧϯϑΝϨϯεΛߦ

͏ඞཁͷ͋ͬͨϢʔβ͔Β௿஗Ԇͷ IPv4Πϯλʔωο

τΛ͍͍ͨ࢖ͱ͍͏ཁ๬͕ϔϧϓσεΫʹ͕͖͋ͬͯ

ͨɽͦͷͨΊɼ߹॓ωοτϫʔΫνʔϜͰόοΫΞο

ϓ༻ʹ༻ҙ͓͍ͯͨ͠ NAT44Λ΋͍ͪͨ IPv4 ωο

τϫʔΫڥ؀Λཁ๬ͷ͋ͬͨϢʔβʹఏͨ͠ڙɽ

·ͨɼதʹ͸ IPv6ͰτϯωϧΛுͬͯ IPv4 Λख

ʹΔϢʔβɼͦ΋ͦ΋߹॓ωοτϫʔΫͯͬ࣋͘ʹݩ

઀ଓͤͣʹɼձ৔ʹଘͨ͠ࡏ au-WiFi ͳͲͷެऺແ

ઢ LANαʔϏε΍ςβϦϯάͰ IPv4͔ΒͷΠϯλʔ

ωοτ઀ଓΛ͏࢖Ϣʔβ͕ଟ͘ଘͨ͠ࡏɽ·ͨɼ3DSɼ

PS VitaͰ͸ϓϥοτϑΥʔϜ͕ IPv4ରԠ͍ͯ͠ͳ

͍͜ͱ΍ɼFinal Fantasy XIVͳͲͷήʔϜͰ͸Ϋϥ

ΠΞϯτଆ͕ IPv4ରԠ͍ͯ͠ͳ͍ɼDNS64/NAT64

ͷม׵ʹΑΔ஗Ԇʹ଱͑ΒΕͳ͍ͨΊɼήʔϜϢʔβ

͔Βෆຬͷ੠্͕͕ͬͨɽ

͜ͷͨΊɼΩϥʔΞϓϦέʔγϣϯͱݺ͹ΕΔ skype,

polycom, dropboxͳͲͷΞϓϦέʔγϣϯ΍ 3DS΍

PSVitaͳͲͷήʔϜϓϥοτϑΥʔϜ΍ΦϯϥΠϯ

ήʔϜαʔϏε͕ IPv6ରԠ͢Δ͜ͱ͕๬·ΕΔɽ

4 Mac OS X ʹ͓͚Δ IPv4 Link

Local Assamption ʹ༝དྷ͢

ΔϑΥʔϧόοΫ໰୊΁ͷProx-

yARP ʹΑΔରࡦख๏ͷূݕ

લઅ 3અͰઆ໌ͨ͠ڥ؀ূݕͰ͸ IPv6 only Λڥ؀

໨͠ࢦͳ͕Β΋ɼDHCP4 Λ༻͍͍ͯΔɽ͜ͷཧ༝͸ɼ

• IPv4 link local assumption (RFC3927 [9]) ʹ

MAYͰఆٛ͞Ε͍ͯΔ༷࢓ʹΑΓɼMac OS XͰ

͸ IPv4ϦϯΫϩʔΧϧΞυϨεͷண͍ͨΠϯλʔ

ϑΣʔεʹ default routeΛ͚ͯ͠޲·͍ɼϑΥʔ

ϧόοΫ໰୊͕ൃੜ͢Δɽ

۩ମྫΛ Mac OS X 10.8 ͷ৔߹Ͱࣔ͢ɽIPv4

DHCPઃఆͷMac OS X 10.8ΛωοτϫʔΫʹ઀

ଓ͢ΔͱɼDHCPཁٻΛ limited broadcast͢Δɽ

DHCPv4 αʔόͷԠ౴͕ͳ͍ͱɼIPv4 link-local

address ΛΠϯλʔϑΣʔεʹઃఆͯ͠ɺdefault

route Λ͚޲ɼͦͷࡍͷϗετ্ͷܦ࿏ද͸࣍ͷ

Α͏ʹͳΔɽ✓ ✏
Internet:
Destination Gateway Flags Refs Use Netif Expire
default link#6 UCS 31 0 en3
1.2.3.4 link#6 UHLWIi 0 0 en3✒ ✑

͜ͷঢ়ଶͰɼIPv4άϩʔόϧΞυϨεѼʹύέο

τΛૹ৴͠Α͏ͱ͢Δͱɼon link assumption Ͱ

ղܾ͠Α͏ͱͯ͠ɼMac OS X 10.8 ͷϗετ͸

ARPཁٻΛϒϩʔυΩϟετ͢Δɽ͔͠͠ͳ͕

ΒɼARP ʹ͸୭΋Ԡ౴͠ͳ͍ͨΊɼλΠϜΞ΢

τ଴͕ͪൃੜ͢Δ͜ͱʹͳΔɽ

͜ͷڍಈʹରͯ͠ɼDHCP4 Ͱ IPv4 ϓϥΠϕʔ

τΞυϨεͷΈΛ഑෍͠ɼdefault gateway ͷΞ

υϨεΛ௨஌͠ͳ͍͜ͱͰɼIPv4 default route

͕ΫϥΠΞϯτͷܦ࿏දʹࡌΒͳ͍Α͏ʹ͢Δ͜

ͱ͕Ͱ͖ɼϑΥʔϧόοΫ໰୊ͷൃੜΛ཈͑Δ͜

ͱ͕ग़དྷΔɽ

• Android ͳͲͷҰ෦ͷ OSͰ͸ɼIPv4ΞυϨε

͕ઃఆ͞Εͳ͍ͱແઢ LANͷઃఆ͕ऴྃ͠ͳ͍ɽ

ͦΕʹର͠ɼDHCP4 Ͱ IPv4 ϓϥΠϕʔτΞυ

ϨεͷΈΛ഑෍͠ɼdefault gateway ͷΞυϨε

Λ௨஌͠ͳ͍͜ͱͰແઢ LAN઀ଓΛͤྃ͞׬Δ
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͜ͱ͕ग़དྷɼͭ׌ϑΥʔϧόοΫ໰୊΋ൃੜ͠ʹ

͘͘ͳΔɽ

• ·ͨɼաڈͷ࣮ݧͰ͸Android ͳͲͰ͸ɼRA͸

ड͚औΓ IPv6Ͱͷ௨৴Λ͏ߦ΋ͷͷDNSΫΤϦ

͸ IPv4ύέοτͰ͔͠ૹ৴Ͱ͖ͳ͍࣮૷͕ଘࡏ

͢Δ͜ͱ͕֬ೝ͞Ε͍ͯΔɽ·ͨɼHappyEyeball

ͷ࣮૷ʹΑͬͯ͸ IPv4, IPv6 ྆ํͰDNSΫΤϦ

Λൃੜͤ͞Δ΋ͷ΋ଘ͢ࡏΔɽ

ͦͷͨΊɼແઢ LAN্ʹDNS FowarderʢDNS

ProxyʣΛઃஔͯ͠ɼIPv4 Ͱͷ DNSΫΤϦΛ஥

հ͢Δඞཁ͕͋ΔɽͦͷࡍɼA ϨίʔυΛฦ͢

ͱ IPv4 Ͱ௨৴͠Α͏ͱͯ͠ϑΥʔϧόοΫ͕ى

͜ΔͨΊɼલઅͰઆ໌ͨ͠ A Record Filter ʹͯ

AAAA ͷ݁ՌͷΈ͕ΫϥΠΞϯτʹ௨஌͢Δͱɼ

ϑΥʔϧόοΫ໰୊͕ൃੜ͠ʹ͘͘ͳΔɽ

ͱ͍͏աڈͷWIDEڀݚձͰͷ࣮͔ݧΒಘͨ஌ݟ

ʹΑΓઃఆ͍ͯ͠Δɽ

͔͠͠ɼʮIPv6 only ʯΛΊ͟͠ͳ͕ΒɼIPv4Ξڥ؀

υϨεΛ഑෍͢Δ͜ͱ͸ IPv6 ͱͳΔɽ֐ͷোߦશҠ׬

ʹࡍ࣮ IETF sunset4 WGͰ͸ɼલઅͰ঺հͨ͠Α͏

ͳ DNS64/NAT64 Λڥ؀ IPv6 only network ͱݺশ

͢Δ͜ͱʹ͸൓࿦ͷ੠্͕͕͍ͬͯΔɽ

ͦ͜Ͱɼओʹ Mac OS X ͷ IPv4 Link Local As-

samptionʹΑΔϑΥʔϧόοΫ໰୊ͷղফΛओ؟ͱ͠

ͯɼʮDHCP4ͷ୅ΘΓʹProxyARPΛ༻͍ΔͱϑΥʔ

ϧόοΫ໰୊΋ൃੜͤͣɼͭ׌ IPv4ΞυϨε΋഑෍

͠ͳ͍ͷͰ sunset4 WGͰ΋ IPv6 only network ͱݺ

΂ΔࣜܗʹͳΔͷͰ͸ͳ͍͔ʁʯͱ͍͏ఏҊ͕ಸྑઌ

୺Պֶٕज़େֶӃେֶ ֞಺ ॿ͔ڭΒఏҊ͞Εͨɽͦ

͜Ͱɼ࣮ࡍʹProxyARPΛ༻͍ͯ΋ϑΥʔϧόοΫ໰

୊͕վળ͞ΕΔͷ͔൱͔ͷূݕΛͨͬߦɽ

4.1 ੒ߏ

ਤ 16͕ sunset4ͷߏ੒ਤͰ͋Δɽલઅ 3Ͱͷߏ੒ͷ

Α͏ʹDHCP4Λ SEILͰ഑෍ͤͣɼ୅ΘΓʹ SEILʹ

ͯProxy ARPͷઃఆΛͨͬߦɽ·ͨɼDNS͸DHCP6

ʹͯ BIG-IP ͷ IPv6 ΞυϨεΛ௨஌͢ΔܗΛͱΓɼ

BIG-IP Ͱ͸લઅͰͷ࣮ݧͱಉ༷ͷ A Record Filter

Λઃఆ͠ɼAAAA Record ͷΈ௨஌͢Δࣜܗͱͯ͠

͍Δɽ

Cliant SEILSEIILSEI
ProxyARPRP)

BIGIG-GGGGG-IPBIIGG IIPP
(DNS64)

NAIST NAIST
DNS

IPv6

ARP

IPv6 only backboneIPv6 (RA + DHCP6)

IPv6

IPv6 IPv6
Internet 

ਤ 16: ProxyARP Λ༻͍ͨ IPv6 onlyڥ؀

4.2 Ռ݁ূݕ

ͷ݁Ռ͸ҎԼͷͱ͓Γͱͳͬͨɽূݕ

• Mac OS X ΍ iOS 7 Ͱ͸ɼଈ࠲ʹແઢ LANͷ઀

ଓ͕ྃ͢׬ΔɽΠϯλʔϑΣʔεઃఆΛ֬ೝ͢Δ

ͱ্͚͔ݟ IPv4 ΞυϨε͕ઃఆ͞Εͣ IPv6Ξ

υϨεͷΈ͕֬ೝͰ͖ΔɽtcpdumpͰ֬ೝ͢Δͱ

MAC ΞυϨε͕িಥ͠ͳ͍ IPv4ϦϯΫϩʔΧ

ϧΞυϨεΛԆʑͱ୳͍ͯ͠ࡧΔ͜ͱ͕൑໌ͨ͠ɽ

IPv6 ʹ DNS ΫΤϦ΋௨৴΋ରԠ͍ͯ͠ΔΞϓ

Ϧέʔγϣϯʢ΢Σϒϒϥ΢βͳͲʣ͸໰୊ͳ͘

ར༻Ͱ͖Δ͕ɼFacebook App Store ΞϓϦͳͲ

ͷ IPv4ͷ௨৴͔Β͸͡ΊΔHappyEyeball࣮૷Λ

ΔΞϓϦέʔγϣϯ΍ɼSkype΍dropbox͍ͯͬߦ

ͳͲ IPv4ͷΈʹ͔͠ରԠ͍ͯ͠ͳ͍ΞϓϦέʔ

γϣϯ͸ݢฒΈར༻Ͱ͖ͳ͍݁Ռͱͳͬͨɽ

• Windows 7 ΍Windows 8Ͱ͸ɼແઢ LAN΁ͷ

઀ଓΛ։͔࢝ͯ͠Β 10ඵఔ౓͋ͱʹΞυϨεিಥ

͕ൃੜͨ͠ࢫΛ௨஌͢ΔϙοϓΞοϓ͕ඳը͞Εɼ

ແઢLANͷ઀ଓઃఆ͕͍ͬͨΜதஅ͢Δɽϙοϓ

Ξοϓͷ֬ೝϘλϯΛԡͨ͠ޙɼ1෼ఔ౓DHCP4

ͷλΠϜΞ΢τΛ଴ͬͯɼແઢ LANͷ઀ଓ͕׬

ྃ͢ΔɽମײͰ͸ 1෼ 30ඵఔ౓ແઢ LAN઀ଓ׬

ྃ·ͰϢʔβ͸଴ͨ͞ΕΔ͜ͱʹͳΔɽ

Mac OS X ͷ৔߹ͱಉ༷ʹɼIPv6 ʹ DNS ΫΤ

Ϧ΋௨৴΋ରԠ͍ͯ͠ΔΞϓϦέʔγϣϯʢ΢Σ

ϒϒϥ΢βͳͲʣ͸໰୊ͳ͘ར༻Ͱ͖Δ͕ɼIPv4

ͷ௨৴͔Β͸͡ΊΔ HappyEyeball࣮૷Λͯͬߦ

͍ΔΞϓϦέʔγϣϯ΍ɼSkype΍ dropboxͳͲ

IPv4ͷΈʹ͔͠ରԠ͍ͯ͠ͳ͍ΞϓϦέʔγϣϯ

͸ݢฒΈར༻Ͱ͖ͳ͍݁Ռͱͳͬͨɽ

• Android 4.4 Ͱ͸ɼաڈͷ࣮ݧͰ֬ೝ͞Εͨݱ৅
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ͱಉ༷ʹɼແઢ LAN ઀ଓγʔέϯε͕ 30 ඵ͝

ͱʹϦηοτ͞Εɼ௨৴͕͑ߦͳ͍݁Ռͱͳͬͨɽ

௨৴͕։࢝Ͱ͖ͳ͍ͨΊɼΞϓϦέʔγϣϯͷར

༻͸֬ೝͰ͖ͳ͔ͬͨɽ

4.3 ࡯ߟ

ՌɼMac݁ͨ͠ূݕ OS X Ϣʔβͷମײ͸

DNS64/NAT64 ͱ΄΅ಉ͕ͩ͡ɼWindowڥ؀ 7/8

Ϣʔβͷମײ͸ແઢ LAN઀ଓͷྃ׬·Ͱ 1෼ 30ඵ଴

ͨ͞ΕΔͨΊ QoE͕௿Լ͢Δͱ͡ײɼAndroid Ϣʔ

β͸ແઢ LANʹ઀ଓͰ͖ͳ͍ͨΊɼQoE͕ஶ͘͠௿

Լ͢Δ͜ͱ͕໌Β͔ͱͳͬͨɽ

·ͨɼIPv6 શʹରԠͨ͠ΞϓϦέʔγϣϯ͸ɼ׬ʹ

ssh ͳͲͷίϚϯυϥΠϯπʔϧ΍΢Σϒϒϥ΢βͳ

ͲͰɼVPN ΞϓϦέʔγϣϯ΍ Skype ͳͲɼଟ͘ͷ

Ϣʔβ͕ར༻͍ͯ͠ΔΞϓϦέʔγϣϯ͕ར༻Ͱ͖ͳ

͍ͨΊɼ߹॓ࢀՃऀ͔Β΍͸Γෆຬͷ੠্͕͕ͬͨɽ

౰ॳ ProxyARPʹΑΔ sunset4 ʹ͍ͭͯ͸ɼ͢΂

ͯͷ ARPʹԠ౴͠ɼૹΒΕ͖ͯͨ IPv4ύέοτʹର

ͯ͠ Network is Administratively Prohibited Λฦͤ

͹ɼARPλΠϜΞ΢τ଴͕ͪͳ͘ͳ͙ͬͯ͢ʹ IPv6ʹ

ϑΥʔϧόοΫ͢ΔͩΖ͏ͱ͍͏ظ଴Ͱ͋ͬͨɽ͠ ͔͠

ͳ͕Βɼ࣮ࡍ͸ࣗಈੜ੒ͨ͠ IPv4 link-local address

ͷΞυϨεॏෳࠪݕʹ΋ Proxy ARP ͕Ԡ౴ͯ͠͠

·͍ɼIPv4 ΞυϨε͕෇͔ͳ͍ (όοΫάϥ΢ϯυͰ

IPv4 link-local addressࣗಈੜ੒͕૸Γଓ͚Δʣͱ͍͏

݁Ռʹͳͬͨɽ͜Εʹ͍ͭͯ͸ޙࠓɼ169.254.0.0/16

ʹ͸ Proxy ARPԠ౴͠ͳ͍Α͏ʹͯ͠ূݕ࠶Λಸྑ

ઌ୺େͷ͢ࢪ࣮ͯʹڥ؀ূݕΔɽ

5 IPv6 όοΫϘʔϯʹ͓͚Δίϯ

ςϯπΩϟογϡͷ༗ޮੑͷূݕ

߹॓ωοτϫʔΫͰ͸ɼIPv6όοΫϘʔϯʹίϯς

ϯπΩϟογϡ૷ஔΛڬΈࠐΜͩ৔߹ͷ༗ޮੑʹؔ͠

͸ʹূݕɽͨͬߦΛূݕͯ NTT-AT ௕ྮ͠ྗڠʹࢯ

͍͍ͯͨͩͨɽ

ਤ 17: UltraBandͷઃஔ৔ॴ

5.1 ੒ߏ

ίϯςϯπΩϟογϡ૷ஔͱͯ͠͸ PeerApp ࣾ੡

UltraBand Λར༻ͨ͠ɽUltraBand ͸ಁաܕίϯς

ϯπΩϟογϡ૷ஔͰΠϯϥΠϯઃஔΛ૝ఆ͍ͯ͠Δɽ

UltraBand͸ IPv4ɼIPv6ͷ۠ผͳ͘Ωϟογϡର৅ί

ϯςϯπΛࣗಈ൑ผ͠ίϯςϯπͷϋογϡ஋Λऔͬ

ͯอଘ͠ɼ3ճ໨Ҏ্ͷΩϟογϡώοτ͕ൃੜͨ͠৔

߹ɼҰ୴ϦΫΤετ͸αʔόଆʹ഑ૹ͠ɼͦͷޙRST

Λൃͯ͠ߦαʔό͔Βͷ࣮ࡍͷίϯςϯπ഑৴ΛΩϟ

ϯηϧͨ͠ޙɼϩʔΧϧͷΩϟογϡΛΫϥΠΞϯτʹ

഑৴͢Δɽ͜ΕʹΑΓɼ্ҐճઢͷଳҬফඅ͸গͳ͘ɼ

ԼҐͷճઢͷଳҬར༻཰Λ্͢޲Δ͜ͱʹΑΓɼଳҬ

ͱݮ࡟ QoE (Quality of Experience) ͷཱ྆Λୡ্޲

੒͢Δ͜ͱ͕ग़དྷΔɽ

͸Proofݧճͷ࣮ࠓ fo Conceptͷ֬ೝͱͯ͠ɼIPv6

Ͱূݕɽͨ͠ূݕೳͷ༗ޮੑΛػͰͷΩϟογϡڥ؀

͸ɼ1)ଳҬޮݮ࡟Ռɼ2)QoEޮ্޲Ռɼ3)֤ϓϩτί

ϧɼαʔϏε΁ͷରԠঢ়گʹؔͯ͠஫ྗ࣮ͯͨ͠͠ࢪɽ

·ͨɼͦͷ΄͔ͷػೳ֬ೝͱͯ͠άϥϑදࣔ΍ϩάग़

ྗͳͲӡ༻ʹඞཁͳػೳ͕े෼උΘ͍ͬͯΔ͔ͷ֬ೝ

΋ͨͬߦɽਤ 17ʹࣔ͢Α͏ʹɼUltraBand ͸ϧʔλ

ʢSEILʣͷ্ྲྀଆʹڬΈࠐΉܗͰઃஔͨ͠ɽ

5.2 Ռ݁ূݕ
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ਤ 18: UltraBand ͰͷίϯςϯπΩϟογϡͷάϥϑ

ਤ 19: UltraBand ͰͷଳҬޮݮ࡟Ռ

ਤ 18͸ UltraBand Ͱͷ߹॓ؒظதͷΩϟογϡޮ

ՌͷάϥϑͰ͋ΔɽΩϟογϡର৅τϥϑΟοΫʹͭ

͍ͯ, ϓϥεଆ͕ίϯςϯπΩϟογϡ૷ஔ͔ΒԼྲྀ΁

ग़͍ͯ͘ OutgoingτϥϑΟοΫͷྲྀྔɼϚΠφεଆ

্͕ྲྀ͔ΒίϯςϯπΩϟογϡ૷ஔ΁͸͍ͬͯ͘Δ

IncomingτϥϑΟοΫͷྲྀྔͰ͋Δɽϓϥεଆͷ஋ͱ

ϚΠφεଆͷ஋ͷࠩ෼͕େ͖͍΄ͲΩϟογϡͷޮՌ

͕ग़͍ͯΔίϯςϯπ͕ଟؚ͘·Ε͍ͯΔ͜ͱʹͳΔɽ

OutgoingτϥϑΟοΫͷϐʔΫ͸ 9݄ 10೔ 9࣌൒͔

Β 10࣌ͷؒͰ 33.27MbpsΛUltraBandͰಁա͍ͯ͠

ΔɽΩϟογϡޮՌͷϐʔΫ͸ 9݄ 11೔ 1͔࣌Β 1࣌

൒ͷؒͰ͋ͬͨɽਤ 19͸UltraBandͷΩϟογϡ͔Β

഑৴ͨ͠ίϯςϯπͷྲྀྔΛදࣔͨ͠΋ͷͰ͋Δɽओ

ͳίϯςϯπͱͯ͠͸Windows Updateͷύονσʔ

ਤ 20: UltraBand Ͱͷ QoEޮ্޲Ռ

λͰ͋Γɼ߹ܭ 17Mbps த 16.54Mbps Λ UltraBand

͔Β഑৴͍ͯ͠Δ͜ͱ͕ղੳ݁Ռ͔ΒΘ͔ͬͨɽ

ਤ 20͸UltraBandʹΑΔQoEޮ্޲ՌΛࣔ͢άϥ

ϑͰ͋ΔɽUltraBandʹΑΔΩϟογϡ͕ͳ͍৔߹͸

1MbpsɼΩϟογϡ͕͋Δ৔߹͸ 16.56Mbps ʹεϧʔ

ϓοτ্͕͓ͯ͠޲Γɼ໿ 16ഒͷQoEޮ্޲Ռ͕֬

ೝ͞Εͨɽ

·ͨɼରԠϓϩτίϧɼίϯςϯπͷ֬ೝΛͨͬߦͱ

͜ΖɼHTTPɼWindow Update, iOSΞϓϦͷμ΢ϯ

ϩʔυͳͲɼίϯςϯπΛ഑ૹ͢Δϓϩτίϧ΍࢓૊

Έʹରͯ͠͸΄΅ಈ͠࡞ɼHTTPS ͳͲ҉߸Խ͞Εͨ

ίϯςϯπ͸૝ఆͲ͓ΓʹίϯςϯπΩϟογϡ͕͑ߦ

ͳ͍͜ͱ΋֬ೝͰ͖ͨɽػೳ໘ͷ֬ೝʹؔͯ͠͸ɼҰ

෦άϥϑ͕දࣔ͞Εͳ͍͜ͱ͕֬ೝ͞ΕɼNTT-AT௕

ΑΓʹࢯྮ PeerAppࣾʹใࠂͱमਖ਼ґཔ͕ߦΘΕͨɽ

6 Ξϯέʔτ݁Ռ

IPv6࣮ݧʹؔ͢Δײ૝ʹ͍ͭͯ΋Ξϯέʔτ߲໨ͱ

ͯ͠ઃఆͨ͠ɽ2014೥ 9݄ 17೔ͷ࣌఺Ͱͷճ౴਺͸

Ճऀࢀ॓߹ 122໊ͷ͏ͪ 46໊Ͱɼճ౴཰͸ 37.7ˋͰ

͋ͬͨɽճ౴ͨ͠ 46໊͕ར༻ͨ͠ແઢ LANͷ಺༁͸

• camp1409-nat64-1xɿ39໊

• camp1409-nat64-sunset4ɿ18໊

• camp1409-ipstarɿ9໊

• camp1409-lastresortɿ5໊

Ͱ͋ͬͨɽ

IPv6࣮ݧʹؔ͢Δ޷ҙతͳײ૝ͱ൱ఆతͳײ૝͸Լ

ͷΑ͏ʹͳͬͨɽه
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6.1 ૝ײҙతͳ޷

• facebookͷ happyeyball໰୊͕ղܾ͞Εͯշదʹ

ͳͬͨɽ

• ͱΓ͋͑ͣ v6 onlyͰͳΜͱ͔ੜ׆Ͱ͖ͨ

• OpenVPNͰ udp6Λࢦఆͯ͠ NAT64Ͱձࣾͷ

VPNʹͨͬߦʹ͗ܨΒී௨ʹ IPv4΋͑࢖ΔΑ͏

ʹͳͬͯշదʹͳͬͨ

6.2 ൱ఆతͳײ૝

• ઀ଓͰ͖ͳ͍ SSID

iPhone ΍ Android ୺຤͔Β઀ଓͰ͖ͳ͍ SSID

͕ଘͨ͠ࡏͱෳ਺໊ͷࢀՃऀ͕ճ౴͍ͯͨ͠ɽ

• IPv6ରԠ͍ͯ͠ͳ͍ΩϥʔΞϓϦέʔγϣϯ͕

ར༻Ͱ͖ͳ͍͜ͱ΁ͷෆຬ

΍͸Γ skype ͱ͔ polcom mobile presence͕ v6

Ͱ͑࢖ͳ͍͜ͱ͸ͭΒ͍ɽ·ͨ͸ɼskype΍ poly-

comɼdropbox ͳͲ͕͑࢖ͳ͍ͷͰɼެऺແઢ

LAN ΍ lastresortɼIPv4 over IPv6 ͷτϯωϧ

Λઃఆͯ͠ IPv4Λར༻͍ͯͨ͠ɼͱ͍͏ճ౴͕

ड͚ΒΕͨɽݟ

• ීஈͷߴ඼࣭ͳ IPv4Πϯλʔωοτڥ؀ͱൺֱ

ͨ͠ QoEͷ௿Լ

Thunderbird ͷ IMAP Ͱͷ fetch ͕͔ͳΓ΋ͬ

͞Γ͍ͯͨ͠ɼͳͲϑΥʔϧόοΫ໰୊΍ Hap-

pyEyeballͷڍಈʹىҼ͍ͯ͠ΔͱࢥΘΕΔQoE

ͷ௿Լ͕ײ૝ͱͯ͛͠ڍΒΕͨɽ

7 ·ͱΊͱޙࠓͷల։

ʹஙख๏ߏͷڥͰ͸ɼDNS64/NAT64؀ݧճͷ࣮ࠓ

͓͍ͯɼA Record Filter ͸ FormError Λൃੜͤ͞ͳ

͍Α͏ͳϑΟϧλϦϯάΛ͔͏ߦDNS Forwader ଆͰ

ͳີݫ FormError ͷ൑ఆΛߦΘͳ͍Α͏ʹ͢Δ͜ͱ

͕ඞཁͰ͋Δ͜ͱ͕֬ೝͰ͖ͨɽ

·ͨɼै དྷͷA Record Filterͷ΄͔ʹɼICMP pro-

tocol unreach ΍ ICMP administratively prohibited

Λήʔτ΢ΣΠͰฦ͢͜ͱͰɼHappyEyeballʹΑΔ

IPv4 ͰͷλΠϜΞ΢τ଴ͪͷ࣌ؒΛ୹ॖ͠ɼIPv4͔

✓ ✏
iptables -A FORWARD -i eth0 -d 0.0.0.0/0 -j REJECT \
--reject-with icmp-proto-unreachable

✒ ✑
ਤ 21: iptables ͷ৔߹ (code 2 : Protocol Unreach-

able)

✓ ✏
iptables -A FORWARD -i eth0 -d 0.0.0.0/0 -j REJECT \
--reject-with icmp-admin-prohibited

✒ ✑
ਤ 22: iptablesͷ৔߹ (code 9 : Administrativly Pro-

hibited)

Β IPv6΁ͷϑΥʔϧόοΫʹཁ͢Δ࣌ؒΛ୹ॖ͢Δ

ޮՌ͕֬ೝͰ͖ͨɽ·ͨ IPv6 όοΫϘʔϯͰͷίϯ

ςϯπΩϟογϡͷ༗ޮੑͷ֬ೝ΋ͨ͑ߦɽ

ͷల։ͱͯ͠͸ɼAޙࠓ Record Filter͓Αͼ ICMP

ʹΑΔ Happy Eyeball IPv4 fallback ͷ௥ূݕΛಸྑ

ઌ୺Պֶٕज़େֶӃେֶ಺ͷ DNS64/NAT64ূݕແ

ઢLANڥ؀Ͱ࣮͠ࢪɼ௥݁ূݕՌΛ߹ΘͤͯΠϯλʔ

ωοτυϥϑτΛࣥච͠ɼIETF v6ops WG΍ sunset4

WG ʹͯใ͢ࠂΔ༧ఆͰ͋Δɽ

8 Appendix

8.1 Destination Unreach ήʔτ΢ΣΠ
ͷ࡞੒ɼઃఆํ๏

8.1.1 Ubuntu 14.4 LTSΛ༻͍ͨ৔߹

3.4અͰઆ໌ͨ͠ϫʔΫΞϥ΢ϯυͰ͋Δ ICMP Des-

tination UnreachΛԠ౴͢Δήʔτ΢ΣΠ͸ɼUbuntu

14.14 LTS ͷ iptables Λ༻͍࣮ͯ૷ͨ͠ɽ

1ɿ DHCP αʔόͰ഑͍ͬͯΔσϑΥϧτϧʔτʹ

Ubuntu αʔόΛஔ͘

2ɿ sysctl Ͱ v4 ͷ forwarding=1ʹઃఆ͢Δ

3ɿ Linux αʔόͷ iptable ͷ FORWARD CHAIN

্ʹ໰୊ͱͳΔύέοτʹରͯ͠ destination

**port** unreachΛฦ͢Α͏ͳ IPϑΟϧλΛॻ͘
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✓ ✏
term accept-limited-broadcast {

from {
source-address {

0.0.0.0/32;
}
destination-address {

255.255.255.255/32;
}

}
then accept;

}
term accept-to-local {

from {
destination-address {

172.31.0.0/16;
}

}
then accept;

}
term reject-last {

then {
reject administratively-prohibited;

}
}✒ ✑

ਤ 23: JUNOSͷ৔߹ (code 9 : Administrativly Pro-

hibited)

4ɿ ԿΒ͔ͷܦ࿏͕ͳ͍ͱઌʹ destination network

unreachable Λฦͯ͠ FORWARD CHAIN ·Ͱ

্͕Βͳ͍ͷͰɺ౸ୡ͠ͳ͍ IPv4ΞυϨεʢͨ

ͱ͑͹ 192.0.2.1 ΍ null ΠϯλʔϑΣʔεͳͲʣ

ʹτϯωϧΛઃఆ͠ɺɹσϑΥϧτϧʔτΛτϯ

ωϧͷઌͷ IPv4ΞυϨε͚޲Δ.

͜ͷΑ͏ʹઃఆ͢Δ͜ͱͰ v4 ύέοτʹ destination

port unreach Λฦ͢ϧʔλ͕׬੒͢Δɽਤ 21͕ Pro-

toco Unreachable Λઃఆ͢Δ৔߹ͷ iptables ͷઃఆ

Ͱ͋Γɼਤ 22͕ Administratively Prohibited Λઃఆ

͢Δ৔߹ͷ iptables ͷઃఆྫͰ͋Δɽͳ͓ɼunix OS

Ͱ͋Ε͹ɼଞͷ linux distribution Ͱ΋ BSDܥOS Ͱ

΋ಉ༷ͷઃఆ͕͑ߦΔɽ

8.1.2 Juniper EX9208Λ༻͍ͨ৔߹

ɼಸྑઌ୺େޙձऴྃڀݚ ֞಺ॿڭʹΑΓɼಸྑઌ

୺େ಺ʹߏங͞Ε͍ͯΔ DNS64/NAT64 ʹڥ؀ݧࢼ

ͯ administratively prohibited ʹΑΔ IPv4 ϑΟϧλ

͕࣮૷͞Εͨɽͳ͓ɼDNS64/NAT64 ݱͰ͸ڥ؀ݧࢼ

ࡏ IPv4ΫϥΠΞϯτ͚޲DNS fowrder ͸࣮૷͍ͯ͠

Δ͕ A Record Filter ͸࣮૷͍ͯ͠ͳ͍ɽ

1. IPv4 DNS forwarder ͖ͭDNS64/NAT64ڥ؀Λ

ங͢Δɽߏ

NAIST Ͱ͸ 172.31.0.1/16 Λ DHCP4 /

IPv4 DNS forwarderʢOpenMicroServer OMS-

AL400/128ʣʹɼ172.31.0.2/16Λ IPv6 gateway

(Juniper EX9208) ʹઃఆɽDNS64 ͸ BIND

9.9ɼNAT64 ʹ͸ ObenBSD Packet Filter Λ༻

͍ɼNAT64 prefix ʹ͸ 64:ff9b:: Λར༻ͯ͠

͍ΔɽDHCP6 ͸ ISC DHCP 4.2 ͷػೳΛ༻͍

ͯઃఆ͍ͯ͠Δɽ

2. 172.31.0.2ʢJuniper EX9208ʣʹͯҎԼͷϑΝΠ

Ξ΢ΥʔϧϑΟϧλΛઃఆ͢Δɽ

1. accept from 0.0.0.0/32 to

255.255.255.255/32

2. accept from any to 172.31.0.0/16

3. administratively-prohibited from any to any

3. DHCP4 ʹͯ 172.31.0.2 Λ IPv4 default gateway

ͱͯ͠ɼDNSΛ 172.31.0.1ɹͱͯ͠ΫϥΠΞϯ

τʹ 172.31.0.0/16 ͷ IPv4 ΞυϨεͱͱ΋ʹ഑

෍͢ΔઃఆΛ͏ߦɽ

ମײͰ͸ɼA Record Filter͋Γͷ৔߹ΑΓएׯ IPv6

΁ͷϑΥʔϧόοΫʹ਺ඵʢ1ඵ͔Β 8ඵ͘Β͍ʣඞཁ

ͱ͍ͯ͠ΔΑ͏ʹݟड͚ΒΕΔ͕ɼadministartively-

prohibited ϑΟϧλͳ͠ͷ৔߹ʹൺ΂ͯஶ͘͠ avail-

ability Δ͜ͱ͕֬ೝͰ͖ͨɽ͍ͯͬ·ߴ͕

A Record Filter ͕͋Δ৔߹ɾͳ͍৔߹ͷࠩ෼ʹͭ

͍ͯ͸Ҿ͖ଓ͖ௐ͕ࠪඞཁͰ͋Δɽ

8.2 Firefox Ͱͷ SOCKS ϓϩΩγઃఆ
ํ๏

1. In firefox type this in your address bar:

about:config

2. Click that you promise to be careful.

3. In the filter textbox, type:proxy

4. Find the preference name called

”network.proxy.socks remote dns”.

Double click it to set it to true.

5. ssh -D your-sock-server.your.net
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8.3 DNS64/NAT64ڥ؀Ͱར༻Ͱ͖ͳ͍
͜ͱ͕֬ೝ͞ΕͨΞϓϦέʔγϣϯ

͜͜Ͱ͸ɼڀݚձࢀՃऀ͔ΒϔϧϓσεΫͷ୲౰ऀ

ʹରͯ͠ར༻Ͱ͖ͳ͍͜ͱ͕ใ͞ࠂΕͨΞϓϦέʔγϣ

ϯΛྻ͢ڍΔɽར༻Ͱ͖ͳ͍ݪҼͷ੾Γ෼͚͸ͯͬߦ

͍ͳ͍ͨΊɼVPNήʔτ΢ΣΠͳͲ͸୯ͳΔઃఆϛ

εͷՄೳੑ΋͋Δ͜ͱΛ͜͜ʹ໌͓ͯ͘͠هɽ

8.3.1 VPN

• Cisco AnyConnect (iOS App Store version)

Λड͚ΔɽVPNࠂጯٛक़େֶՃ౻࿕ઌੜ͔Βใܚ

ήʔτ΢ΣΠ͸KMDઃஔͷήʔτ΢ΣΠͰɼػ

छ͸ASA5505ɽ͋ ͯઌͷΞυϨε͸Mapped Ad-

dress Ͱ͋ΔɽผͷASA5505ͷVPN ήʔτ΢Σ

ΠʢNative IPv6ʣͰ΋઀ଓ͕ग़དྷͳ͔ͬͨͱͷ

͜ͱɽ

• OpenVPN / Tunnelblick (Windows 7, Mac OS

X)

ಸྑઌ୺Պֶٕज़େֶӃେֶ ࢁ഻ ষ׮ ͔Βใ

Λड͚ΔɽVPNήʔτ΢ΣΠ͸NAISTઃஔͷࠂ

ήʔτ΢ΣΠͰɼػछ͸ FreeBSDɽ͋ͯઌͷΞυ

Ϩε͸Mapped Address Ͱ͋Δɽ

• Fortinet FortiClient SSL VPN (Windows, Mac

OS X)

ಸྑઌ୺Պֶٕज़େֶӃେ഻ֶ׮ࢁষ͔ΒใࠂΛ

ड͚ΔɽVPNήʔτ΢ΣΠ͸๺཮ StarBEDٕज़

ηϯλʔઃஔͷήʔτ΢ΣΠͰɼػछ͸Fortigateɽ

͋ͯઌͷΞυϨε͸Mapped Address Ͱ͋Δɽ

8.3.2 Voice / Video conference

• Skype

ଟ਺ͷࢀՃऀ͔ΒʮSkype ͕շదʹ͑࢖Δ IPv4

Πϯλʔωοτ͕ཉ͍͠ʯͱͷཁ๬͕ͰΔɽ

camp1409-lastresort Λ͏࢖Α͏ʹϔϧϓσεΫ

Ͱ͸ରԠͨ͠ɽIPv6τϯωϧ͝͠ʹେֶ΍ࣾ಺

ωοτϫʔΫʹ઀ଓͯ͠ɼIPv4ΠϯλʔωοτΛ

खݩʹ͖࣋ͬͯͯରԠ͍ͯ͠ΔࢀՃऀ΋ଘͨ͠ࡏɽ

• Polycom Real Presence

਺໊ͷࢀՃऀ͔ΒʮPolycom Real Presence ͕շ

దʹ͑࢖Δ IPv4 Πϯλʔωοτ͕ཉ͍͠ʯͱͷ

ཁ๬͕ͰΔɽϔϧϓσεΫͰ͸ɼSkype ͷ৔߹ͱ

ಉ༷ͷରԠΛͨͬߦɽ

8.3.3 Ξϯν΢Οϧε੡඼

• ϊʔτϯΞϯν΢ΟϧεͷγάχνϟΞοϓσʔτ

౦ژେֶ ࡚ߐ ߒ ઌੜ͔ΒใࠂΛड͚Δɽ

8.3.4 Ϋϥ΢υετϨʔδ

• DropBox

ଟ਺ͷར༻ऀ͔ΒใࠂΛड͚Δɽ

8.4 ͦͷଞ

• VMWare Fusion ͷ NAT44ઃఆ

JAISTͷ͔ࢯڮؠΒใࠂΛड͚ΔɽʮVMwareFu-

sionͷ NATͷԼʹ͔͔͍͑ͯͨ։ൃڥ؀͸Πϯ

λʔωοτ઀ଓ͕ෆೳͰͨ͠ɻ(VMware Fusion

͸NAT44͔͠ߦΘͳ͍໛༷). VMware Fusionͷ

ήετOSʹͯMac OS XͷWi-FiΠϯλϑΣʔ

εΛϒϦοδͨ͠৔߹΋ήετOSʹ͸༗ઢΠϯ

λϑΣʔεʹ͍ͯͯ͑ݟ΄΅઀ଓཱ͕֬͠ͳ͍.ʯ

ͱ͍͏ղੳ݁Ռ΋ใ͞ࠂΕͨɽ

• POPFile

ઍ༿঎Պେ ౉ล Λड͚Δɽࠂत͔Βใڭਓګ

8.5 sunset4ڥ؀Ͱར༻Ͱ͖ͳ͍͜ͱ͕֬
ೝ͞ΕͨΞϓϦέʔγϣϯ

஫ҙ߲ࣄͱͯ͠ɼDNS64/NAT64 ͳ͠࡞Ͱಈڥ؀

͔ͬͨΞϓϦέʔγϣϯ͸ಉ༷ʹಈ͠࡞ͳ͍͜ͱ͕͓

͓ΉͶ֬ೝ͞ΕͨɽͦͷதͰɼஶ͘͠ར༻Ͱ͖ͳ͘ͳͬ

ͨΞϓϦέʔγϣϯʹؔͯ͠ live-with-ipv6 WG ͷ༗

Λड͚ͨɽ͓ͦΒ͘ɼIPv4Λ༏ઌ͢Δ΋͠ࠂΒใ͔ࢤ

͘͸ IPv4ͷଘࡏΛલఏͱ͍ͯ͠Δ HappyEyeball ͷ

ಈʹΑΓڍ IPv6ʹϑΥʔϧόοΫ͍ͯ͠ͳ͍͜ͱ͕

ҼͰ͸ͳ͍͔ͱਪଌ͞ΕΔɽݪ
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8.5.1 iOS ্ͷΞϓϦέʔγϣϯ

• iTune Store

NTT-AT੢ా͞Μ͔ΒใࠂΛड͚Δɽϝοηʔδ

ͱͯ͠ʮiTunes Storeʹ઀ଓͰ͖·ͤΜɽiTunes

StoreʹΞΫηε͢Δʹ͸Wi-FiωοτϫʔΫʹ

઀ଓ͢Δඞཁ͕͋Γ·͢ʯͱͳΔɽ

• Facebook ΞϓϦ

NTT-AT ੢ా͞Μ͔ΒใࠂΛड͚Δɽ

• (Facebook) Messenger

NTT-AT ੢ా͞Μ͔ΒใࠂΛड͚Δɽ

• App Store ͷμ΢ϯϩʔυ

NTT-AT ੢ా͞Μ͔ΒใࠂΛड͚Δɽϒϥ΢δ

ϯά͸ग़དྷΔɽ

ݙจߟࢀ

[1] Hiroaki Hazeyama, Yukito Ueno, Hirotaka Sato,

Yudai Yamagishi, Takehiro Yokoishi, and Hisa-

take Ishibashi. How much can we survive on an

IPv6 network? - Experience on the IPv6 only

connectivity with NAT64/DNS64 at WIDE camp

2011 autumn. In Proceedings of Asia Workshop

on Future Internet Technologies (AWFIT2011),

November 2011.

[2] T. Murakami, O. Troan, and S. Matsushima.

IPv4 Residual Deployment on IPv6 infrastructure

- protocol specification. Internet Draft (expired),

September 2011.

[3] O. Troan (Ed.), W. Dec, X. Li, C. Bao, S. Mat-

sushima, T. Murakami, and T. Taylor (Ed.).

Mapping of Address and Port with Encapsulation

(MAP). Internet Draft (Publication Requrested),

June 2014.

[4] Marius Georgescu, Hiroaki Hazeyama, Youki

Kadobayashi, and Suguru Yamaguchi. Empiri-

cal Analysis of IPv6 Transition Technologies Us-

ing the IPv6 Network Evaluation Testbed. In

The 9th International Conference on Testbeds

and Research Infrastructures for the Development

of Networks and Communities (TRIDENTCOM

2014), May 2014.

[5] Osamu Nakamura, Hiroaki Hazeyama, Yukito

Ueno, and Akira Kato. IPv4 Address Literal in

URL. Internet Draft (will be revised to 02), Jan-

uary 2014.

[6] Hiroaki Hazeyama, Tomohiro Ishihara, and Os-

amu Nakamura. DNS A Record Filtering for the

migration from dual stack networks to IPv6 only

networks. Internet Draft (expired), July 2013.

[7] Y. Morishita and T. Jinmei. Common Misbe-

havior Against DNS Queries for IPv6 Addresses.

RFC 4074 (Informational), May 2005.

[8] M. Bagnulo, A. Sullivan, P. Matthews, and I. van

Beijnum. DNS64: DNS Extensions for Network

Address Translation from IPv6 Clients to IPv4

Servers. RFC 6147 (Proposed Standard), April

2011.

[9] S. Cheshire, B. Aboba, and E. Guttman. Dy-

namic Configuration of IPv4 Link-Local Ad-

dresses. RFC 3927 (Proposed Standard), May

2005.

15


