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X 3: DNSZZVDXATITh (O3k—21)

1: when DNS_RESPONSE {

2 set prefix "2001:200:0:££00:64:1:"

3 set rrs [DNS::answer]

4 if { [DNS::question type] equals "ANY" } {

5 foreach rr $rrs {

6: if { [DNS::type $rr] equals "A" } {

7: log localO. "A Record is \[ $rr \1"

8 set a_addr [getfield $rr "A" 2]

9 DNS: :answer remove $rr

0 DNS::answer insert "[DNS::question name]. 111
[DNS: :question class] AAAA $prefix[format %02x
[lindex [split $a_addr .] 0]][format %02x
[lindex [split $a_addr .] 1]]:[format %02x
[lindex [split $a_addr .] 2]][format %02x
[lindex [split $a_addr .] 311"

=

11: }
12: 3}
13: }

4: BIG-IP iRule %\ 7z A Record Filter (rev.0)
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;3 QUESTION SECTION:
jwww.ntt-at.co.jp. IN ANY

;; ANSWER SECTION:

www.ntt-at.co.jp. 47488 IN A 114.179.21.42

X 5: A Record Filter i #7® DNS Response

;; QUESTION SECTION:

jwww.ntt-at.co.jp. IN ANY

;; ANSWER SECTION:

www.ntt-at.co.jp. 111 IN AAAA 2001:200:0:££00:64:1:72b3:152a

6: A Record Filter i# % DNS Response

1% BT L, IPv6IZ& % DNS 27V 3EE: BIG-
I1Z & 5 DNS64 #2889 % & 512 SEIL @ Stateless
DHCPG%«‘g ECTO 47 v MBI bz L o7,
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Mt & LT 7 D A Record Filter DARFETIEH 121
VR—=2y bT TV = a VB RHATE 200G R
To7z. MELDOFER, Facebook DMEERAHUE:HI AW
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1: when DNS_RESPONSE {

2 set prefix "2001:200:0:£f00:64:1:"

3 set rrs [DNS::answer]

4: if { [DNS::question type] equals "ANY" } {

5 foreach rr $rrs {

6: if { [DNS::type $rr] equals "A" } {

7: log localO. "A Record is \[ $rr \1"

8 set a_addr [getfield $rr "A" 2]

9 DNS::answer remove $rr

0 DNS::answer insert "[DNS::question name]. 111

-

[DNS: :question class] AAAA $prefix[format %02x
[lindex [split $a_addr .] 011 [format %02x
[lindex [split $a_addr .] 111:[format %02x
[lindex [split $a_addr .] 2]][format %02x
[lindex [split $a_addr .] 311"

11: } elseif { [DNS::question type] equals "A" } {

12: log localO. "A Record \[ $rrs \] is DELETED. “
DNS: :answer clear

13: }

14:  }

15: }

7: BIG-IP iRule % A\ 7z A Record Filter (rev.1)

C:\bind>dig OBIG-IP.naist.camp.wide.ad.jp www.ntt-at.co.jp a

; <<>> DiG 9.8.7-W1 <<>> @BIG-IP.naist.camp.wide.ad.jp www.ntt-at.co.jp a
; (1 server found)

;; global options: +cmd

;; Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 59729

;; flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: O
;; QUESTION SECTION:

;www.ntt-at.co.jp. IN A

;3 Query time: 23 msec

;3 SERVER: 2001:200:0:££00::16#53(2001:200:0:££00::16)

;5 WHEN: Wed Sep 10 23:10:13 HUjl (FEUERF) 2014

;; MSG SIZE rcvd: 34

8: A Record Filter rev.1 j#FH#® DNS Response
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NR— 1 THER X N7z, SEIL @ ParseError X
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3.2.1 K

M9BNE—2 2 DMK THB., RX—=21D
1% T SEIL TH 43 % FormError ¥ SERVFAIL 73
FET HEHBRAARE S 572728, 1o & LT
X — 1D fowarder % SEIL 75 BIND ’E%@i,
IPv4, IPv6 Wi /50 DNS 2 =Y % BIND (2@ 3B &
U7z,
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flow 7% L TAS &
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(Forwarder)
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« » 4‘-------.>
{jCliant IPv6:53 BIG-IP IPv6:53 (o VAIST
(DNS64) DNS

IPv4 (DHCP4)
IPv6 only backbone
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10: DNS ZZ VDXL T 75 (X —V3)

1: [Browser] IPv4:A Query — [BIG-IP] A Filtered
Response — [BIND] SERVFAIL

2: [Browser| IPv6:A Query — [BIG-IP] A Filtered
Response — [BIND] SERVFAIL

3 TV T v ARA

EWSEENI R o T W2, Tz, FEPIFEEL TV
WRR—2 1 DGEBIRT U-RER, ATV iTxL
A Record Filter #3# M U 7234, NOERROR %%K -
TLNIET I 7HIX AAAA 2RITET WS Z W
HEAL 72, N&— 2 DEREETIE, BIND @ forwarder
73 NOERROR @ Respose % SERVFAIL 1Z& & 2
TWAZEHHBHL 72,

3.3 HBEFEZODS3

NR—2 2 DMELAERZ#FE X, IPv6 TOZ TV I
BIL CIX BIND #i@X 3E# BIG-IP 22 ) #4175
CMDRET LD EMREEL /2.

3.3.1 K

when DNS_RESPONSE {
set prefix "2001:200:0:££00:64:1:"
set rrs [DNS::answer
if { [DNS::question type] equals "ANY" } {
foreach rr $rrs {
if { [DNS::type $rr] equals "A" } {
log localO. "A Record is \[ $rr \1"
set a_addr [getfield $rr "A" 2]
DNS: :answer remove $rr
DNS::answer insert "[DNS::question name]. 111
[DNS: :question class] AAAA $prefix[format %02x
[lindex [split $a_addr .] 0]][format %02x
[lindex [split $a_addr .] 111:[format %02x
[lindex [split $a_addr .] 2]][format %02x
[lindex [split $a_addr .] 311"
11: } elseif { [DNS::question type] equals "A" } {
12: log localO. "A Record \[ $rrs \] is DELETED. “
13: DNS: :answer clear
14: DNS: :authority clear

1:
2
3
4
5:
6:
7
8
9
0

-

14: }
16: }
17: }

11: BIG-IP iRule %\ 7z A Record Filter (rev.2)

C:\bind>dig OBIG-IP.naist.camp.wide.ad.jp www.ntt-at.co.jp a
; <<>> DiG 9.8.7-W1 <<>> @BIG-IP.naist.camp.wide.ad.jp www.ntt-at.co.jp a
; (1 server found)

;3 global options: +cmd

;5 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 59729

;5 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: O

;5 QUESTION SECTION:

;www.ntt-at.co.jp. IN A

;5 Query time: 23 msec

;3 SERVER: 2001:200:0:££00::16#53(2001:200:0:££00: :16)

;5 WHEN: Wed Sep 10 23:10:13 HUil (FE#ER§) 2014

;3 MSG SIZE rcvd: 34

12: A Record Filter rev.2 #fH#® DNS Response
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1. [Browser] IPv6:A Query — [BIG-IP] A Filtered
Response — [Browser| Fallback

2. [Browser] IPv6:AAAA Query — [BIG-IP] AAAA

Response
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3.4 BEFEZTOD4
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3.4.1 #

B 10 2RI DORER 72 E D BN T =0 T T v
REMEAAATE, N2 —> 4 DRI TH 5. Facebook
App Store 7 7V DREET D37 v XV Tk T
L7z& 2%, ARP WEMMIZINT WS Z &2 b5,
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3.4.2 MIER

ICMP4 type 3 Destination Unreachable X v+t —
VD code L AR LI Z A, AFDORRE o7z,

e code 0 - Network Unreachable : &K%k &
ULTRA LTI M0FEEL. TCPDUMP Of
B, Facebook App Store 7 7"V I3 & a3
IZ Facebook @ IPv4 7 R L A, KR— M&HEF 443
%8 (31.13.17.49:443, 31.13.19.101:443) Z TCP4
WCTHEZBEDELUTWAE ZERHL N o7,

e code 3 - Port unreachable : +— M5 443
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Total Traffic Per Protocol Downstream - (09 Sep - 11 Sep)
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STATISTICS AVERAGE MAX CURRENT
B Outgoing Edonkey 4.17 bps 901.85 bps ©.00 bps
M Outgoing Bittorrent ©.60 bps 0.00 bps 0.00 bps
B Outgoing Ares .88 bps 0.00 bps 9.00 bps
B Outgoing HTTP (<512K) 821.66 kbps 11.61 Mbps 858.71 kbps
B Outgoing HTTP 2.48 Mbps 31.95 Mbps 3.27 Mbps
B Outgoing Netflix 0.60 bps 0.00 bps 0.00 bps
W Outgoing Silverlight ©.60 bps 0.00 bps ©.00 bps
Total Outgoing 3.22 Mbps 33.27 Mbps 4.13 Mbps
B Incoming Edonkey 4.17 bps 901.85 bps 0.00 bps
@ Incoming Bittorrent 98.88 bps 0.00 bps ©.00 bps
O Incoming Ares 0.60 bps 0.00 bps 0.00 bps
@ Incoming HTTP (<512K) 821.66 kbps 11.61 Mbps 858.71 kbps
O Incoming HTTP 1.99 Mbps 30.14 Mbps 3.27 Mbps
Incoming Netflix ©.60 bps 0.00 bps ©.00 bps
B Incoming Silverlight 9.80 bps 0.00 bps 9.00 bps
Total Incoming 2.81 Mbps 31.47 Mbps 4.13 Mbps
411.82 kbps 16.56 Mbps 9.00 bps
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STATISTICS AVERAGE MAX CURRENT
B Cache-Out Video Streaming 267.65 bps 57.89 kbps ©.00 bps
O Cache-Out Software Updates 325.76 kbps 16.54 Mbps 9.00 bps
W Cache-Out File Sharing 0.00 bps 0.00 bps ©.00 bps
B Cache-Out Gaming 9.00 bps 8.00 bps 9.00 bps
Cache-Out Adult Content 0.00 bps 9.0 bps 0.00 bps
M Cache-Out CDN Content ©.00 bps 6.0 bps 0.00 bps
@ Cache-Out Youtube 0.00 bps 8.0 bps 9.00 bps
B Cache-Out Image 8.99 kbps 1.10 Mbps 0.00 bps
O Cache-Out Video 0.00 bps 8.0 bps 9.00 bps
O Cache-Out Audio 0.00 bps 6.0 bps 0.00 bps
B Cache-Out Pay Adult 0.00 bps 8.80 bps 9.00 bps
@ Cache-Out NikoDouga 0.00 bps 0.00 bps 0.00 bps
B Cache-Out Compressed 51.60 kbps 3.52 Mbps 9.00 bps
B Cache-Out Document 0.00 bps 0.00 bps ©.00 bps
B Cache-Out System 9.00 bps 8.00 bps 9.00 bps
@ Cache-Out Text 14.04 kbps 975.14 kbps ©.00 bps
Cache-Out Uncategorized HTTP 11.98 kbps 959.98 kbps ©.00 bps
M Total Bandwidth Generation 412.64 kbps 16.56 Mbps 0.00 bps
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@ Clear HTTP 287.87 kbps 3.95 Mbps 679.55 kbps
M Cache HTTP 412.78 kbps 16.56 Mbps 0.00 bps
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-~

term accept-limited-broadcast {
from {
source-address {
0.0.0.0/32;
}
destination-address {
255.255.255.255/32;
}
}
then accept;
}
term accept-to-local {
from {
destination-address {
172.31.0.0/16;
}
}
then accept;
}
term reject-last {
then {
reject administratively-prohibited;

}

o /

23: JUNOS D% (code 9 : Administrativly Pro-
hibited)

4 5D DRREED 72\ & HEIZ destination network
unreachable %K L T FORWARD CHAIN % T
ERSRNDT, FELAEWIPVE T RV R (72
& Z1£192.021 ® null 1 VX —7 z—ARY)
WWRYRVEZREL, TI7ANVML—FE RV
FNVDED IPv4 T F L AT 5.

ZDEDIEETHIZ & T vd 28w BT destination
port unreach K3 ) — X D5EKT 5. X 21 2% Pro-
toco Unreachable % %9 % %H D iptables D% E
ThHh, 22 % Administratively Prohibited % 3%
T 5550 iptables DR EMTH 5. 723, unix OS
THNE, o linux distribution TH BSD 5% OS T
EERDBRENTAS.

8.1.2 Juniper EX9208 =B\ /254

R TR, REGmA HAPBIZLD, RE%
IR HERE S T\ 5 DNS64/NAT64 GABRERIR (1
T administratively prohibited ({2 &% IPv4d 7 14 )L X
MFEEI N, B, DNS64/NAT64 FREREREE T I3B]
1E1Pv4 7 54 7 > WF DNS fowrder 13535 L T
% MY A Record Filter 13523 L T\,

1. IPv4 DNS forwarder - % DNS64/NAT64 B %
M9 5.

NAIST TI!& 172.31.0.1/16 % DHCP4 /
IPv4 DNS forwarder (OpenMicroServer OMS-
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AL400/128) 2, 172.31.0.2/16 % IPv6 gateway
(Juniper EX9208) 23 . DNS64 (& BIND
9.9, NAT64 IZ1% ObenBSD Packet Filter % M
W, NAT64 prefix (Z1& 64:ff9b:: ZRHL T
W5, DHCP6 & ISC DHCP 4.2 O#EZ W
THRELTWS.

2. 172.31.0.2 (Juniper EX9208) IZTMUTFD7 71
TUA—NT 4 INREHRETS.

1. accept  from  0.0.0.0/32  to

255.255.255.255/32
2. accept from any to 172.31.0.0/16

3. administratively-prohibited from any to any

3. DHCP4 (2T 172.31.0.2 % IPv4 default gateway
LT, DNS % 172.31.01 &LTZoZ 247>
2 172.31.0.0/16 ® TPv4d 7 R L A & & 1Tl
MILREZTD.

A& TIX, A Record Filter & b D& & b & T 1Pv6
ANDT F =Ny 212 A2 8B o) B
ELTWAB ESIZAZIFSNSD, administartively-
prohibited 7 4 VX7 UL DHBEIZHARTE L L avail-
ability BEE > TWE Z L W HERTE /.

A Record Filter 3% 256 - BWWEHEDESFIZD
WTIHS EREHELBETH 5.

8.2 Firefox T® SOCKS 7OFYEE
ik

1. In firefox type this in your address bar:

about:config
2. Click that you promise to be careful.
3. In the filter textbox, type:proxy

Find the preference name called
"network.proxy.socks_remote_dns”.

Double click it to set it to true.

5. ssh -D your-sock-server.your.net



8.3 DNS64/NAT64 RETHATERL
ZEMNHEREINST TV —ay

Z T, MIEESMEPSAIVTTF A7 OHENE
R UCTHHATERWZ WG ST TV r— =
VERHZETS, FHTERWEREROY D 2133 7T
Wi W7z, VPN 77— b oA IR ¥ IEH R 5 3% 0E I
ADHEEMEEHBZ %2 Z ZIZHREL TS,

8.3.1 VPN

e Cisco AnyConnect (i10S App Store version)
PEFE R0 B SeED 5 2321 5. VPN
F—bUxzAIZKMD HEDT—hY 1T,
X ASA5505. HTHDT KL A1E Mapped Ad-
dress TH 5. BlD ASA5505 D VPN 7' — b7 =
4 (Native IPv6) THLERAH KR N>/ L D
k.

e OpenVPN / Tunnelblick (Windows 7, Mac OS
X)
RGP AR R BRIl S5 2 ol
%H&%1T 5. VPN — b7 =1 1E NAIST B D
=Y AT, B FreeBSD. H»THDT K
L A1 Mapped Address TH 5.

e Fortinet FortiClient SSL. VPN (Windows, Mac
0S X)
A RSB EAR R AR fil L R 2 S &
¥ 5. VPN 77— kv 1 (Zd6BE StarBED £
YR —REDT— b A T, B Fortigate.
HTHDT N Ak Mapped Address TH 5.

8.3.2 Voice / Video conference

e Skype

DS MNE P S [Skype HRIEIZHE R 5 IPv4
TV R =2V bR L V] EOEENTS.
campl409-lastresort &> X ST~V TF A7
TIRAIE U7z, IPv6 b ¥ 2L Z LI KFERAN
2y N7 =2 LT, IPvd 1 YR —%v h%&
FILIZFFo TETHIGEL TV B BINE BFEL 7-.
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e Polycom Real Presence

Bz DS D S [Polycom Real Presence A3
WIZHZ D IPve 4 Y R—2 v R L W] LD
WENTEH, ~NIVTTF A2 TIE, Skype DIGHL
[FRRD R G %2 4T > 7=

8.33 TFUVFUAINRAEG

o /= bIYTVUFIUANADY T =F ¥ T v T T—h
AR JLIE ¥ REr ot 22 5.

834 V3URRML—Y

e DropBox
ZEDORHEPOMEEZIT 5.

8.4 Tftt

o VMWare Fusion @ NAT44

JAIST OAGRKD? oWt 2% 5. [VMwareFu-
sion ® NAT D FIZhD A T\ BB L1 >
R—y MEGRPAEET L7, (VMware Fusion
[E NAT44 UDMTh 780 EER). VMware Fusion O
AN OSIZT Mac OS X D Wi-Fi f Y& 7 = —
ATV IUEGEE T AN OSIZi3aH1 v
&7 — AR TWTIRIFEER DL L7220\
WD ETRE R B IS S Nz,

EUT~=—4

X fRE

e POPFile
TEERK L RABEPr omE2ZT 5.

sunset4 IRIFECHIETE AW &
REInNLT7TVr—> 3y

HREFEIHE LT, DNS64/NAT64 BREECHEIfEL 72
MolzT V)= a VIKARRICEEL R W 038
BOhfERI N, ZOHRT, HELULHATE R &
727 7V = a VIZB LT live-with-ipv6 WG OF
EroWEEZIIZ. BESHL, IPv4 28T S5H L
I IPv4 ODFHAZTTIR & LT\ % HappyEyeball ®
EENZ LD IPV6IZ 7 A — ANy Z L TWRWI &
FRTIRRWhAEHERE NS,

8.5



8.5.1

ioOS L7 hr—vay

e iTune Store
NTT-AT HHEI AP WwEEXIT S, Avke—Y
& LT [lTunes Store IZ¥FHTE ¥ A. iTunes
Store IZ7 72 AT BIZIEWi-Fixy hT—721Z
BT A0ELRHDET] &b,

e Facebook 7 7V
NTT-AT FEHE AN SWEE2ZIT 5.

e (Facebook) Messenger
NTT-AT P A oWt 23210 5.

e App Store DX > a— R

NTT-AT FiHI AP SmEEZITS. TI70Y
VRS,
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