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Cellular Phones
      Japan is a paradise of cellular phones
           About 70% of Japanese have them
      They provide e-mail services
           AU, DoCoMo, and Vodafone 



Spammers’ gear

      Some spammers pay much cellular phone fee
      But they earn more



Spam Tendency
      Spams to cellular phones is decreasing
           Rate control by the carriers
           Canceling contract of spammers
                The carriers can identify users

      Spams to PCs is drastically increasing
           10 times larger in Aug 2004
           Due to "Zombie" clusters or "Botnets"
           Mail addresses can be faked



Categories of Spam
      Unsolicited advertisement (未承諾広告)
      Phishing
           Japanese versions appeared
      Trap to online dating (出会い系サイトへの誘導)
           Starting with daily conversation
           Continuing conversation leads the victim to
            an online dating system 
           He will result in paying much money



Trap to online dating
      Do you want to reply to this?
          Subject: Excuse me.
          From: Tomomi INOUE

          You sent me a message, didn’t you?
          I thought this is a spam at first
          but I realized that your address does not seem strange.
          So, I’m replying to you.
          Are you a guy with whom I had a chat on the net??

          Subject: あの～
          From: 井上知美

          メールくれましたよね？
          最初は迷惑メールかと思ってたんだけど
          よく見たらそんな変なアドレスじゃないので
          メール返してみたんですが、
          以前どちらかのチャットか何かでお話したかたですか？？

      It is very difficult to filter this kind of spams!



Phishing Message



Phishing Site



Phising Page



Statistics
      Where do spams come from?
           IIJ counted "user unknown" messages
           Resolving a country with its source IP address
           2004.12.20

     total 374,093
        JP  99,370 (26.6%)
        US  83,287 (22.3%)
        KR  63,097 (16.9%)
        CN  40,791 (10.9%)
        FR   8,437  (2.3%)

      We should recognize JP, KR & CN generate
       many spams!  
           We need to collaborate to decrease spams
           Otherwise, the entire AP region would be filtered out 
             by other regions
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      Massive spams from Zombies
      Phishing with faked e-mail addresses
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      Separation of transfer and submission
      Blocking spams from Zombies
      Submission with user authentication
      Transfer with domain authentication



Measurement of Domain Auth
      How many domains support domain auth?
           Joint research of the WIDE project and JPRS
           Measuring RRs of domains under ".jp"


