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characteristics of WIDE traffic

cWIDE
- internet research through live network

o WIDE has its own backbone operated by members
- backbone includes
o |nternational links
o | Xes
o root name server
o various link types up to 10GbE
- carrying both commodity traffic and experiments
o commodity: university traffic, WIDE members
o experiments. new products, our technologies under devel opment
>~ | Pv6 everywhere
o events (including firedrills)
- not atypical internet but a showcase




traffic measurement and analysisin WIDE

o measurement activities across research groups
o broad perspectives
- tracking long-term trends
- analysis (with wide range of granularity)
- operational tools (trouble-detection/shooting)
- evauation of new technologies
o emphasis on
- wide-area
- multi-point
o measurement on backbone
- long-term
o continuation by group effort




Inter national collabor ation

o CAIDA (the Cooperative Association for Internet Data Analysis)
- collaboration since 2003 on DNS, topology, routing measurement

- WIDE/CAIDA measurement workshops were held 5 times
o University of Waikato

- development of the scamper tool for topology measurement
o RSSAC (ICANN Root Server Systems Advisory Committee)

- root name server measurement

- WIDE, CAIDA, ISC OARC, USC/19l
o other collaboration

- routeviews, RIPE, INRIA, AIT




recent activities

o|Pv6 AS core map
- collaboration with CAIDA

oresidential broadband traffic analysis

- with 7 major Japanese | SPs and government
o dual-stack path analysis

- identify 1Pv6 network problems by comparative path analysis
o DNS measurement

- root-server measurement

- tracking trends (e.g., EDNSO, DNSSEC, AAAA)




|Pv6 AS CORE M AP, collaboration with CAIDA

o visualize the outdegree of ASes, locations are mapped to longitude
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|Pv4 vs I Pv6

o|Pv6 AS graph is much sparser, less US-centric




residential broadband traffic analysis

o concerns about rapid growth of RBB traffic
- backbone technologies will not keep up with RBB traffic

- 1SPs cannot invest in backbone ssmply for low-profit RBB
o |SPs and policy makers need to understand the effects of RBB
- athough most | SPs internally measure their traffic
o data are seldom made available to others
o measurement methods and policies differ from ISP to ISP

o to identify the macro-level impact of RBB traffic on ISP backbones
- astudy group was formed with specialists
o members from 7 major Japanese | SPs and government
o goals. traffic measurement across multiple I SPs, to identify
- ratio of RBB traffic to other traffic
- changesin traffic patterns
- regional differences




major findingsin residential broadband traffic

oour datais considered to cover 41% of total Japanese traffic
- total RBB traffic in Japan is estimated to be 470Gbps (2005/05)

o 70% of RBB traffic is constant, peak in the evening hours

o RBB traffic is much larger than office traffic, so backbone traffic is dominated
by RBB traffic

o traffic volume exchanged via private peering is comparable with volume
exchanged viamagor [ Xes

oregional RBB traffic isroughly proportional to regional population




data collection across major | SPs

o focus on traffic crossing | SP boundaries (customer and external)
- tools were developed to aggregate MRTG/RRDtool traffic logs

o only aggregated results published not to disclose individual 1SP share
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RBB customer weekly traffic
In May 2005

o DSL/CATV/FTTH customer traffic of the 7 |SPs
Inbound and outbound are almost equal

almost 200Gbps on average!

150Gbps is constant, probably due to p2p applications
daily fluctuations: peak from 21:00 to 23:00
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non-RBB customer weekly traffic
In May 2005

o |eased lines/data center/other customers
- home user traffic is still dominant (by peak hours)
o because leased lines include 2nd/3rd level |SPs
- larger office hour traffic than RBB customer traffic
oonly 4 1SPs provided data for this group
- some I SPs have too many routers, historycally mixed up settings
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weekly external traffic to/from 6 major | Xes
In May 2005

o| X trafficisaso strongly affected by residential traffic
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weekly other domestic external traffic
In May 2005

o private peering/transit, regional 1Xes (mainly private peering)
- traffic volume and pattern are similar to I X traffic
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weekly inter national external traffic
In May 2005

oInternational traffic
- Inbound much larger than outbound
o traditional content downloading seems still dominant
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TralTie (i)

o 25-50% increase in 6 months!

traffic growth
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prefectural population and traffic

o a scatter plot of population and traffic volume
- traffic isroughly linear to population!
- similar result with the number of Internet users
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distribution of per-customer traffic in one | SP

o one of the I1SPs provided per-customer traffic info for October 2004
- by sampled NetFlow and matching customer ID with assigned | P addresses

owe used average daily traffic volume per customer for analysis
o results are consistent with the aggregated traffic
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cumulative distribution of daily traffic per user

o complementary cumulative distribution on alog-log scale
- distribution similar in all prefectures, differences only intail length

- knee point: 4% of customers use more than 2.5GB/day (230kb/s)
- outbound is dominant for most customers but not for heavy hitters
o even heavyhitters follow the distribution, are not exceptlonal anymore
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correlation of inbound and outbound per customer

o high density cluster below and parallel to the unity line
- outbound is 10 times larger than inbound

o In higher volume region, another cluster around the unity line
- seems like p2p file-sharing
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prefectural traffic distribution

o using geo-| P database from Cyber Area Research Inc
- only covers ISP users (not including data-centers, leased lines)

- srcon Y-axis, dst on X-axis
o ALL, 47 prefectures, other DOMestic, INTernational, INValid
o prefectures with larger population have larger share
o user-to-user (p2p) is 63%, 90% is domestic
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prefectural traffic distribution normalized to src/dst

ogimilar distribution, only small locality (1-3%) is found

fki  yns  nen ic . Ryt _osk __hye wky _ttr __smn Tir: - tks  kew ehm _ keh - ) T myz kgs  okn DOM INT _INV

5

ALL hkd _amr _iwt . : ] T tcg gnm _stm _chb __thy kng _ nat

[ 1.3 |

CUNCRAROOLNORNONROD O QO K

ChbRNOROTBANND

PR DR OORACNONONNNDVRNONPABRAORRATRRANDRRATD RGO RO

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
1
1.
1
1
1
2
1
1
1
1
1
1
1
1
1
1
2
1
1
1
1
1
i
1

PRRRRRERERER R R

amr iwt __mye & i i anm __stm __ohb _ tky 7 : 2 R 3 S Chm kel oit  myz  kes

10

11| 13 | 1.3 | 12 1.9 | 1.4 |
2.1

1.2




protocols/portsranking

0 80% is TCP dynamic ports

protocol ratio(%) | port # name ratio(%)
TCP 97.43

(port < 1024 13.99) 80 http 9.32

20 ftp-data 0.93

554  rtsp 0.38

443  https 0.30

110 pop3 0.17

81 - 0.15

25 smtp 0.14

119 nntp 0.13

21 ftp 0.11

22 ssh 0.09

- other 2.27

(port >= 1024 83.44) 6699 winmx 1.40

6346 gnutella 0.92

7743 winny 0.48

6881 Dbittorrent 0.25

6348 gnutella 0.21

1935 macromedia-fsc 0.20

1755 ms-streaming 0.20

2265 - 0.13

1234 - 0.12

4662 edonkey 0.12

8080  http-proxy 0.11

- other 79.30

UDP 1.38 6346 gnutella 0.39

6257 winmx- 0.06

- other 0.93
ESP 1.09
GRE 0.07
ICMP 0.01
OTHER 0.02
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dual-stack path analysis

o|deas
- develop techniques specifically designed for dual-stack network
o take measurements for both 1Pv4 and IPv6 at the sametime
o compare | Pv6 results to | Pv4 results
o extract problems which exist only in IPv6
o methodol ogy
- dual-stack node discovery
o create a dual-stack node list by monitoring DNS replies
- dual-stack ping
o run ping/ping6 to target dual-stack nodes
o sglect afew representative nodes per site (/48) by rtt ratios
- dual-stack traceroute
o run traceroute/traceroute6 to the selected nodes
o visualize results for comparative path analysis
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distribution of 1Pv6/IPv4 RTTsfrom 3 locations

o individual nodes far above the unity line: leaf issues

o clusters above the unity line
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dual-stack tracerouteto ABILENE from WIDE

chi nng- igpzl sng. abi gI‘S{ene. ucai d. edu (198!32.8.76, 2001: 468: ﬂf;<f 12:: 1)A

|
! : A A A
32 % & ! X A A A a
beagl ens. rnet . m ssouri.edu (128.206.116. 90, 2001:468:1fc:4::3) i
14 154nms X j ; A EI]I
13 160ns
ns2. |pv6 auburn edu (131. 204. 27. 45, 2001 468: 364: 401b: 52fa 5bff: fef2: 66f a)
13 170rrB @ A 3 A A A
ns4. i ndi azna:lL edu (129 79.6.120, 2001: 468 402: 4: 203: baf f: fe2b 5f 2¢) A o O
13 160ms @ : A A LA A A
nyc- n20. r13ysernet net (199.109. 0. 65, 2001 468: 900: 100: )
& —X A A A AA &@—O
14 184ms & ; A A A A
ns-i 2. nyser net (199 109. 32. 33, 2001 468: 901: 1: 250: daf f: fe20 5b03) ! 3
197ns A A A A @D O ®:

16 197nms @%—%&A—A—A—A—A—A—A
rout e- V|l%v\516 rout&v;(ews org (128. 223 60. 194, 2001: 468: d01 3c: 80df 3c6d)

278 §
1 127ms & P | A
hpcf ns1. QPcf upr. edu (136.145. 54. 10, 2001 468: 1300: : 10) |
201nms X A A ®
15 225ms & : j A A——AA A A
i pv6.internet2. edu (207.75.164. 64, 2001 468: 1420: : 1500) ! 3
12 1708 & X A A A A®
32 * @é X A A A A A
noc. gi gapop en.tx.us (198.32.236. 242, 2001: 468: 1a00: : 242;< !
138nms & 3 3 a4
10 138ns ¢ i i — 1 1
0 50 100 150 200
response tinme (nsec)
| Pv4 to dst ABI LENE A AUBURN @ NYSERNET3- AS-3 v UPRENET o
| Pv6 to dst — GPN O I NDI ANAG GAPOP O OVNEN & M CHNET- ASN ©
W DE & MORENET H | NDI ANA- AS v UONET TEXAS- G GAPOP ©
APAN- JP X GECRA A- TECH © NYSERNET3- AS O AMPATH- AS

o gmilar RTTs and hops for |Pv4 and I1Pv6
> naitive dual-stack paths

250
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dual-stack tracerouteto ABILENE from I1J

beagl ens. rnet . m sSouri . edu (128. 206. 116 90, 2001: 468: 1f C: 4: : 3) ! !
17 141nms ‘ ﬁ . XM |
13 164nms = ‘
ns2.i pv6. auburn. edu (131. 204. 27. 45, 2001 468: 364: 401b: 52fa 5bf f: fef?2: 66f a)
14 1625 | x X XK
16 167ms ‘ MZBD—M
ns4. i ndi ana. edu (129 79.6.120, 2001: 468 402: 4: 203: baf f: fe2b 5f 2¢) §
16 179ms ‘ L g YN
13 148ms ; WZBD—‘}
ns-i 2. nyser. net (199 109. 32. 33, 2001 468: 901: 1: 250: daf f ::f e20: 5b03) § |
15 178ns : X XX X X ;
16 181ms ‘ gfftkl280 4 a4 a4 | A
rout e-vi ews6. rout evi ews. org (128. 223 60. 194, 2001: 468: d01: 3c: : 80df : 3c6d) ‘ 3
19 124nms 7AN A * 3 A
11 119ms 1 Wila12804 | A
hpcf nsl. hpcf. upr. edu (136. 145. 54. 10, 2001 468: 1300:: 10) § ;
18 216ms | o _ o o o ; )
15 220ns & ‘ o Mg 1280 a2 a4 a
i pv6.internet 2. edu (207. 75. 164. 64, 2001 468: 1420: : 1500) | § §
15 192nms | ] O O
32~ 3 | II A M a
noc. gi gapop. gen. tx. us (198.32. 236. 242 2001: 468: 1a00: 242)
12 142ns ‘ — @ O |
12 1605 | . Mﬁg—i—“ |
0 50 100 150 200 250
response tine (nsec)
| Pv4 to dst EPO- BLK- ASNBLOCK-5 H | NDI ANAG GAPCP VERI O © TEXAS- G GAPCOP
| Pv6 to dst — ESNET- WEST293 [ I NDI ANA- AS v | NTEGRATED- SYSTEMS o
IJ ABI LENE 4 NYSERNET3- AS-3 v UPRENET O
Qnest X AUBURN @ NERO- NET COGENT
MORENET X Level 3 A UONET ¢ M CHNET- ASN ©

o gmilar RTTs but different paths for IPv4 and |Pv6
> more common in the current Internet
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dual-stack tracerouteto ABILENE from ES

beagl ens. rnet . n1ssodr| edu (128.206. 116. 90l 2001: 468: 1fc: 4::3)

23 196ns YR Jeolfo OO X0 RRKX K No)
13 350ms A ML 1280 Hmm Fas 44 |
ns4. i ndi ana. edu (129 79.6.120, 2001: 468: 402 4:203: baf f: f e2b: 5f2c) ‘
20 1708 | ® e O e B0 @0 | |
11 3505 4 MIL: 1280 ‘ - maas 3
ns-i 2. nyser.net (199.109.32.33, 2001: 468: 901 1: 250: daf f : f €20: 5b03) :
20 171ms | @ D O @O XXX X o |
12 387ms 4 MILL 1280 ‘ 3 . VN
route-viemse.routeV|em5 org (128.223.60. 194 2001: 468: dO1: 3c: : 80df : 3c6d) :
23 2308 o o 0o 0 o NN YNGR o |
14 346m5 4 MrL: 1280 1 1 mEO  mAsAs 4
hpefnsl. hpef. upr. edu (136. 145. 54. 10 2001: 468 1300: : 10) 3 :
22 275ms | *0 o o O oD O o | * e
11 409ns A MI'U: 1280 : : - o A A
i pv6.internet2. edu (207 75. 164 64, 2001: 468 1420: : 1500) : : ‘
15 2298 cles) - o @o © o0 © §
11 356m8 4 *hru 1280 ; j BT Eaa
noc. gi gapop. gen. tx. us (198.32.236.242, 2001: 468: 1a00: : 242)
17!'L 203ms ¢ 0O O | oo @ o ol |
13 370ns 1‘_ MIrU. 1280 ' ' ._E AL B A A i
0 100 200 300 400
response tine (nsec)
| Pv4 to dst SATEC O ABI LENE 4 NERO- NET < M CHNET- ASN ©
IPv6 to dst — CERN H Level 3 A UONET &
ABRARED ¢ COGENT O | NDI ANAGI GAPOP O VER O O
BT- CI N- AND- ADASTRAL A Qrest X | NDI ANA-AS v | NTEGRATED- SYSTEMS ®
MORENET 3 NYSERNET3- AS- 3 v UPRENET O

o |Pv6 RTT larger than | Pv4
> roundabout tunnel
o note: ES has better paths to other US sites
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summary

o traffic measurement and analysisin WIDE

- emphasis on wide-area, multi-point, long-term measurement

- on our own backbone operated by us

o recent activities
- IPv6 AS core map

- residential broadband traffic analysis

- dual-stack path analysis
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