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Abstract Hash-based traceback, one of packet traceback methods, traces IP packets by calculating the hash for each
traversing packet, recording the hash in its database and searching the database for the queried packet's hash. Network
processor is a good choice to realize these functions in high traffic networks.  We implemented a hash-based traceback system
on Intel's network processor IXP1240. This paper describes the implementation of the system which can be applied to GbE
class networks, its evaluation results and its problems.
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Network Processor

Intel IXP1240 (232MHz)

Onboard Memory

* SDRAM: 256Mbytes
* SRAM: 8Mbytes
* Flash ROM: 8Mbytes

Network I/F 1000Base-SX x 2,
10/100Base-TX x 1

Console Serial I/F

Card Form Full-size PCI

Power Dissipation

20W (estimated)

Optional Feature

200,000 gate FPGA on I/O bus
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